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1 Overview
1.1 Benefits

u Easy Backup of
1. MySQL 3.2.4 or above
2. Windows System State
3. Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)
4. Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
5. Other common files (e.g. *.doc, *.xIs)
Support backing up only changes within a file (using in-file delta technology)
Support backing up of open files on Windows XP/2003 (Volume Shadow Copy)
Support backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac
OS X metadata and resource forks
u Easy to use, deploy and maintain

1.2 Features

u (New in 5.2) Choose whether to restore “file permissions” during restore.

u (New in 5.2) For “Local Copy” backup, ability to choose whether to perform a local copy backup only
and skip the offsite backup.

u (New in 5.2) Auto Upgrade Agent to automatically upgrade the client software.

u User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since the last incremental or full backup according to each user’s preference).

u Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1% day of
every month).

u Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst).

u In-File Delta backup (i.e. backing up only changes within files).

u Off-line backup mode and logout backup reminder.

u Customizable backup schedule allows backups to be scheduled at any time.

u Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

u Increment backup strategy ensures that only new or updated files are sent to the backup server.

u Can integrate with external “Open File Manager” to provide open file backup support to all open files.

u Access backup data anytime, anywhere by using a web browser.

u Comprehensive backup report lists all files backed up. Backup report delivered automatically via
email.

u Backup data are CRC validated before they are stored on server.

u Fully user customizable data retention policy allows users to have access to deleted files using the

least possible storage space on the backup server.

u Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xls in your
computer in a single operation.

u Run any custom OS commands before/after a backup job.

| Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2
Runtime Environment.

u Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.
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1.3 Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit encrypted when stored on the backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

u Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining

(CBC)

u An random initializing vector, salt and iteration count will be generated by the software automatically
for each file when encrypting your data
u Each backup user can restrict online access to his files to his pre-defined list of IP addresses

1.4 System Requirements

u Operating System:

1.

2.

oo pw

Windows 95/ 98/ ME / NT / 2000 / XP / 2003

Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)

Solaris 2.x or above

Mac OS X 10.2 or above

NetWare 5.1 or above

All other operating systems that supports Java2 Runtime Environment 1.3.1 or above

u Memory 128MB (minimum), 256MB (recommended)

Disk Space: 100MB
Network Protocol: TCP/IP (http/https)

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.

Copyright © 2007, Backup To The Web. Al Rights Reserved. Page 6 of 81 (March 7, 2007)



Backup To The Web v5.2
User's Guide — Standard Edition

Installing Backup To The Web

Before you can start backing up data to the Offsite Backup Server, you need to install Backup To The Web onto

your computer.

2.1

Installing Backup To The Web for Windows

1. Download the Online Backup Manager installer (obm-win.exe) from the website.

2. Double click the icon to run the installer.
3. Follow on screen instructions.

4. After installation, Backup To The Web will start automatically.

3 Online Backup Services Management Console - Microsoft Internet

System Requirement

s f Py
5 ‘-_| 16 N Solaris
Installation Guide - OBM - Windows Print =

Operating System : Windows 95/ 98 / ME/ NT / 2000 / XP / 2003
Memory : 128 Mbytes
Disk Space : 100 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additienal Requirement:
o Windows 95 - Please download and install Windows Socket 2 Update for Windows S5
(w35wslestup.exe)
o Windows NT / 2000 / XP / 2003 - Please make sure you have logged onto Windows
using an account with administrative privileges

Online Backup Manager - cbm-win.exe

Get Started

1. Download the setup file (obm-win.exe) above and run it
2. Follow the instructions on the installation wizard to complete installation

3. When finished, a new icon (OBM) will be installed to the system tray (near the clock)
automatically and OBM will be launched automatically.

4. (optional) Enter the backup server host name in the [Address] field and press the [Next]
button.

[
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2.2 Installing Backup To The Web for Mac OS X

1. Download the Online Backup Manager installer (obm-mac.zip) from the website.
2. Expand the zip file.

3. Double click the pkg file icon to run the installer.

4. Follow on screen instructions.

5. After installation, the installer will need to restart your computer.

6. After restarting your computer, click the newly added Backup To The Web icon on your desktop. You can
manually drag the icon to your dock bar if you wish.

g [ 3

3 Online Backup Services Management Console - Microsoft Internet

Select your Operating System
vy : Pl
o) ‘:| é N solaris
Installation Guide - OBM - Mac 0S X Brint =

System Requirement

Operating System : Mac OS5 X vi0.x
Memory @ 128 Mbytes
Disk Space : 20 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Requirement:
o Apple JavaZ Standard Edition 1.3.x or above must be installed already

Online Backup Manager - cbm-mac.zip

Get Started o

i. Download the setup file {obm-mac.zip) above

2. Expand the archive and run the installation wizard [OBM] within the archive
3. Follow the instructions on the installation wizard to complete installation
4. Restart your Mac. Double click the desktop OBM icon to start.

5. (optional) Enter the backup server host name in the [Address] field and press the [Next]
button.

6. If you don't have a backup account, select [Trial Registration] and press the [Next] button ;I
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2.3 Installing Backup To The Web for Linux

1. Download the Online Backup Manager tarball release (obm-linux.tar.gz) from the website.
2. Setthe OBM_HOME environment variable
# export OBM_HOME=/usr/local/obm

3. Expand the client software to $0BM_HOME

# mkdir $0BM_HOME
# tar -x —C $OBM_HOME -zvf obm-linux.tar.gz

4. Install OBM

# ./$0BM_HOME/bin/install.sh

5. Start Auto Upgrade Agent

# [etc/init.d/auaobm start

6. Start backup scheduler

# [etc/init.d/obm-scheduler start

7. Set the DISPLAY environment variable

# export DISPLAY=IP_ADDRESS_OF_XTERMINAL[:0.0]

8. Run Backup To The Web

# sh $OBM_HOME/bin/BackupManager.sh &

43 Online Backup Services Management Console - Microsoft Internet Ex

Ay Mg
gy soLaris
Installation Guide - OBM - Linux print =

System Requirement

COperating System : Linux Kernel 2.2 or above (e.g. Redhat 6.0 or above)
Memory : 128 Mbytes
Disk Space : 100 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additional Requirement:
o The Standard C++ libraries for backwards compatibility compiler {compat-libstdc++-

X.X-Y.y.¥.y.i386.rpm) are required to run Online Backup Manager correctly. If it is not
installed already, please download and install this library from your Linux vendor.

Online Backup M - obm-linux.tar.qz

1. Download the setup file (obm-linux.tar.gz) above

2. Set the OBM_HOME environment variable (directory to where Online Backup Manager is to
be installed)

export OBM_HOME=/usr/local/obm

3. Unpack the install file to OBM_HOME

mikdir $§0BM_HOME ;I

toe e T EOBRM HOME v abesolinse e A
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3 Online Backup Services Management Console - Microsoft Internet Ex

Installing Backup To The Web for Netware

Download the Online Backup Manager zip release (obm-netware.zip) from the website.

Expand the zip file to SYS:\OBM

Install Backup To The Web

SYS:\> SYS:\OBM\aua\bin\install-aua.ncf
Start Auto Upgrade Agent

SYS:\> SYS:\OBM\aua\bin\startup.ncf
Start backup scheduler

SYS:\> SYS:\OBM\bin\Scheduler.ncf

Run Backup To The Web

SYS:\> SYS:\OBM\bin\BackupManager.ncf

1‘]} R
g solaris
Installation Guide - OBM - NetWare Print =

System Requirement

Get Started

1.
23

3.

Operating System : Novell NetWare 5.1 or above
Memory : 128 Mbytes
Disk Space : 100 Mbytes
Network Protocol : TCP/IP (Http/Https)
Additienal Requirement:
o Mowvell VM 1.3.x or above for NetWare must be installed already

Online Backup P - obm-netware.zip

Download the setup file {(obm-netware.zip) above
Expand the zip file to SYS:\0OBM

Install 0BM

SY5:\OBM\auabin\install-aua.ncf

Start Auto Upgrade Agent

SYS:\OBM\aua\bin\startup.ncf
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2.5 Installing Backup To The Web for Sun Solaris

1. Download the Online Backup Manager tarball release (obm-solaris.tar.gz) from the website.

2. Setthe OBM_HOME environment variable

# export OBM_HOME=/usr/local/obm; export OBM_HOME

3. Set the JAVA_HOME environment variable to the directory where J2SE Java Runtime Environment (JRE)
1.4.x has been installed

# export JAVA_HOME=/usr/java/j2rel.4.x; export JAVA_HOME

4. Expand the client software to $OBM_HOME
# mkdir $0BM_HOME

# cd $0BM_HOME
# gunzip -c obm-solaris.tar.gz | tar —xf -

5. Install Backup To The Web
# ./bin/install.sh
6. Start Auto Upgrade Agent
# [etc/init.d/auaobm start
7. Start backup scheduler
# [etc/init.d/obm-scheduler start
8. Set the DISPLAY environment variable
# export DISPLAY=IP_ADDRESS_OF_XTERMINAL[:0.0]

9. Run Backup To The Web

# sh $OBM_HOME/bin/BackupManager.sh &
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My e
oy solaris
Installation Guide - OBM - Solaris Print =

System Requirement

Operating System @ Sun Solaris 2.5 or above
Memory : 128 Mbytes

Disk Space : 100 Mbytes

Network Protocol : TCP/IP (Http/Https)

Online Backup M - obm-solaris.tar.qz

Get Started - X dow Mode

1. Download the setup file {(obm-solaris.tar.gz) above

2. Setthe OBM_HOME environment variable (directory to where Online Backup Manager is to
be installed)

export 0BM_HOME=/usr/local/abm

3. Setthe JAVA_HOME environment variable (directory where J2SE Java Runtime Environment
(JRE) 1.4.x has been installed)

J

%_HOME

ljava/jZrel.d.x; export JAVA_HOME

4. Unpack the install file to OBM_HOME
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3 Uninstalling Backup To The Web

This section describes the steps required to uninstall Backup To The Web from your computer.

3.1 Uninstalling Backup To The Web for Windows

1. Open [Start] -> [Control Panel] -> [Add/Remove Programs]

2. Select [Backup To The Web] from the list and press the [Remove] button

3.2 Uninstalling Backup To The Web for Mac OS X

1. Remove all program files by running

# c¢d $OBM_HOME/bin
# sudo ./uninstall.sh

2. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm

3. Restart your computer

3.3 Uninstalling Backup To The Web for Linux

1. Change user to “root” or equivalent

2. Remove all program files by running

# c¢d $OBM_HOME/bin
# ./uninstall.sh

3. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm

3.4 Uninstalling Backup To The Web for Netware
1. Stop the running backup scheduler by running
SYS:\> touch SYS:\OBM\ipc\Scheduler\stop

2. Stop the running auto upgrade agent by running

SYS:\> SYS:\OBM\aua\bin\shutdown.ncf
3. Remove all program files by removing the directory SYS:\OBM

4. Remove all backup settings by removing the directory SYS:\.0BM
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3.5 Uninstalling Backup To The Web for Solaris
1. Change user to “root” or equivalent

2. Setthe OBM_HOME environment variable

# export OBM_HOME=/usr/local/obm; export OBM_HOME

3. Set the JAVA_HOME environment variable to the directory where J2SE Java Runtime Environment (JRE)
1.4.x has been installed

# export JAVA_HOME=/usr/java/j2rel.4.x; export JAVA_HOME

4. Remove all program files by running

# c¢d $OBM_HOME/bin
# ./uninstall.sh

5. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm
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4 Using Backup To The Web

This chapter will describe all the features available in Backup To The Web and outline how you can use Backup To
The Web to meet various backup needs.

4.1 System Tray Launcher (Windows Only)

After you have successfully installed Backup To The Web onto your computer, an Backup To The Web icon will be

added to the system tray area (next to your system clock) automatically.

Backnp L4
Backup and Logoff L4
Backop and Restart L4
Backop and Shutdown  »

Help

Exit

T 1446

This icon is the entry point to Backup To The Web. Right clicking the icon will show a menu that provides the

following functions:

Menu Item

What it does

Open

Run Backup To The Web.

Backup

Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode.

Backup and Logoff

Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode and then logoff from Windows when
finished.

Backup and Restart

Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode and restart Windows when finished.

Backup and Shutdown

Runs a specific backup set (or all backup sets) chosen from the sub-
menu in silent background mode and shutdown the computer when
finished.

Help

Shows a help dialog

Stop running backup

Interrupts a running backup set (or all backup sets) chosen from the
sub-menu.

Exit

Close this system tray launcher application.

4.2 Logon Dialog

Before you can use Backup To The Web, you have to be authenticated by the Offsite Backup Server first. The
logon dialog shown below will check if you have the right to access Backup To The Web by submitting the
username and password you provided to the backup server.
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o

!

il

\ Login Name: Idemo

" Password: I’H"r

¥ Save password
Language

English LI

Backup Server

= htp " https

Attdress: [www backup-provider corm|

Proxy Setting
" Proxy " Socks " Mone

F’ruxyAddress.I

Fart I

WUserMarme: I

Faseward I

oK | Cancel Optiong == |

Please logon to Onling Backup Manager,

For secure communication, you can choose to communicate with Offsite Backup Server in SSL (Secure Socket
Layer) by selecting the [https] option.

The [Address] field shows the Offsite Backup Server to which Backup To The Web will connect to authenticate
your username and password. You can use either a resolvable host name (e.g. backup.your-domain.com) or an IP
address (e.g. 192.168.1.1).

If the Offsite Backup Server is not accepting connection from the standard ports (Port 80 and 443 for http and
https respectively), you can append a semi-colon “:” and the custom port number to the host name of the
[Address] field (e.g. www.backup-provider.com:8080) to connect to the server using the custom port number
(port 8080 in this case).

If you need to connect to the server through proxy, just enter your proxy setting in the [Proxy Setting] section.
For [SOCKS] proxy, both v4 and v5 without user authentication are supported.

4.3 Language Selection

You can switch the language of the Backup To The Web user interface by choosing the desired language available
from the [Language] drop down list. The languages available includes English, Czech, Danish, Dutch, French,
Spanish, Portuguese, Icelandic, Norwegian, Finnish, Italian, German, Swedish, Chinese (Traditional and Simplified),
Japanese, Lithuanian and Slovenian.
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Lt Online Backup Manager Logo

=101 x|

C\; Login Mame: Idemn

" Passward: I""*

¥ Save password

rLanguage

[English

F éesk\j
Dansk

Deutsch
Espafiol
Suami

Frangais
islenska

F‘ruxyAddress:l

Fart: I

UserMarme I

Fassward I

OKl Cancel | Cptions ==

|F’Iease logon to Onling Backup Manager,

4.4 User Profile

After the backup server authenticates you successfully, the Backup To The Web main window appears. You can
then use Backup To The Web to update your user profile.

tn Online Backup Manager
Backup Set Backup Restore Tools Wiew Help

=1ofx|

15 Save Setting [P Start Backip [l Stop Backln |

ler Backup Contraller

2a)

[£4 User Profile

L!-':‘,UserF'roﬂIe

EH) FileBackupset1
{5 Backup Source
—= Backup Schedule
Backup Filter
—E] Command Line Tool
1 getting

— g Encryption

—fif Retention Palicy
—%Extra Backup
& In-File Delta

ﬁ%Local Copy

~User Information

Login Mame:  demo

Password: Fh s Change

Display Mame: Demonstration Account Change

-Account Information

Glota; S0mM
Time Zone: IGMT+DS'DD (HET) vI
~Cantact
Idemo@yuur—companv.com LI

Contact Wame: Demanstration Account
Email Address: demoi@your-company.com

Add Remove

i & Backup I %) Restore-| (= Lugl

[iwelcome to Online Backup Manager!

|Quata (Remaining / Total): 50M 7 50M |Last Backup: -

You can perform the following update to your user profile.

To change your [Password], press the [Change] button next to the password field. A Change Password dialog will
appear. Enter your original password and new password into the text field of this dialog and press [OK].
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01 Paszword:

Confinm HNew Pagsword:

!
Mew Paszword: I
!

OK | Canicel |

To change your [Display Name], press the [Change] button next to the display name field. A Change Display
Name dialog will appear. Enter the new display name and press [OK].

Display Mame: IDemD Account

QK | Cancel |

To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.

To add a new contact email to this account, press the [Add] button in the [Contact] section. A [Add New Contact]
dialog will appear. Enter a name and an email address in the text field provided and then press the [OK] button.

Contact Mame: I

Email Address: |
QK | Cancel |

To remove a contact email, select the email that is to be removed from the email list and press the [Remove]
button. Press [OK] to confirm the removal.

To update a contact email, select the email that is to be updated from the email list and press the [Properties]
button. A [Update Contact Property] dialog will appear. After you have made the changes that you want, press the
[OK] button.

Cortact Narne: IDemo Accaun

Email Address: Idemn@vuur—cnmpanv.com

0K | Cancel |

4.5 Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from Backup To The
Web.

How to review backup activities?

You can review all your backup Jobs by
1. Select the [Log] tab available at the bottom of Backup To The Web

2. Select the Backup Job you want to review on the [Log Controller] panel
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RI=IEY
Backup Set Backup Restore Tools Yiew Help
|5 save setting |
| & Log Controller Log Table (2007-01-15-21-00-01.log) Page: [171 =
=H @ FileBackupSet-1 Type | Log | Time |
@ Start [Windows XP (solomon), OBM 5.2.1.0] [2007/01/15 21:00:01] =
2007-01-16-18-28-3410%| (D giart running pre-commands [2007/01/1 5 21:0002) :I
2007-01-15-17-30-40106 | (3 Finjghed running pre-commands [2007/01/15 21:00.02]
2007-01-1517-20-43108| (73 | Starling 1o creale Shadow Copy Set.... [2007/01/15 21:00.02]
>  Shadaw Copy Setcreated successiully [2007/01/15 21:00:05]
@ Downloading serverfile list. [2007/01/15 21:00:06]
@ Reading backup source fram hard disk [2007f01/16 21:00:07]
@ Reading backup source fram hard disk... Completed [2007f01/156 21:00:08]
@ [Local Copy] Start running local backup (20075017146 21:00:08]
@ [Local Copy] Reading local hackup files from hard digk. (2007701146 21:00.08)
@ Downloading serverfile list.. Completed (200770115 21:00.08)
@ [Local Copy] Reading local backup files from hard disk... Com... [2007701/15 21:00:08]
@ [Local Copy] Getting all files which have been added... Comple.. [2007701/15 21:00:08]
@ [Local Copy] Getting all files which have heen updated... Comp. [2007/01/15 21:00:08]
G [Local Copy] Getting all files which have been deleted.. Compl... [2007/01/15 21:00:08]
@ [Local Copy] Getting all files which have been moved... Comple [2007f01/15 21:00:08]
@ [Local Copy] Total Wew Files = 0 [2007f01/16 21:00:09]
@ [Local Copy] Total Updated Files =0 (20077017146 21:00:09]
@ [Local Copy] Total Update File Permission=0 (2007701145 21:00.09]
@ [Local Copy] Total Deleted Files =1 (200770115 21:00.09]
@ [Local Copy] Total Moved Files =10 [2007701/15 21:00:09]
@ [Local Copy] [Deleted File] Deleting "CiLocalBackupil 1688485, [2007701/15 21:00:09]
| [ ¥ shaw, lm Logs per page lﬁ
‘s Backup | &) Restore [@ Log
|Eackup Completed Successfully |Qunta {Remaining f Totaly: 986G 110G |Last Backup: 2007-01-146 21:00
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5 Setting Up Backup Sets

A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backup set and explain how you can use each of them to achieve various tasks.

Each backup account can have multiple backup sets. Each backup set is an individual and independent entity. For
example, if you want one directory to be backed up during the day and another directory to be backed up during
the night, you can create two backup sets, each with a different backup schedule and backup source, to serve this
need.

To create a new backup set, simply click [Backup Set] -> [New] and choose a backup set type. For example, let’s
create a “File Backup Set” for the rest of this chapter.

e

| Backup Set Backup Restore Tools Wiew Help

|9 File Backup Set

|éa! System State Backup Set

|7l save Setting |9 Lotus Backup Set
e | MS Exchange Backup Set
T T yBackupSo | | M3 Exchange Mail Level Backup Get
3]

|0 WS SAL Server Backup Set Change
|4l MySQL Backup Set
|@) Oracle Database Backup Set

on Account Change

Account Information-

Guota: 10G
= In-File Delta Tirme Zone; iGMT+DS.DD (HKT) 'I
A Local copy =
Contact
idemo@your—companv.com L‘

Contact Mame: Demonstration Account
Emall Address: demo@your-company.com

Add Remaove Properties |

1 o Backup | &} Restore [ @ Log]|

|Backup Completed Successfully iQuUta {Remaining ! Totaly. 9.86G /100G |Last Backup: 2007-01-15 21.00

5.1 Backup Set Type

A backup set can be of one of the following types:

Backup Type Description

File Backup set type to backup common files/directories

Microsoft SQL Server Backup set type to backup Microsoft SQL Server 7.0/2000

Oracle Database Server Backup set type to backup Oracle 8i/9i database

Lotus Domino/Notes Backup set type to backup Lotus Domino/Notes

Microsoft Exchange Server Backup set type to backup Microsoft Exchange Server 2000 / 2003
MySQL Backup set type to backup MySQL Server

System State Backup set type to backup Microsoft Window’s System State
Microsoft Exchange Mail Backup set type to backup individual emails, contacts, calendars,
(MAPI) tasks etceteras from Microsoft Exchange Server 2000 / 2003

Backup set type is defined at backup set creation and cannot be modified. If you want to change the backup set
type, you have to create another backup set in the new backup set type.

Copyright © 2007, Backup To The Web. All Rights Reserved. page 20 of 81 (March 77 2007)



Backup To The Web v5.2
User's Guide — Standard Edition

5.2 Backup Source

A “Backup Source” defines the files/directories that are to be included in a backup set. There are two types of
backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included
in a backup set while deselected backup source defines files/directories that are to be excluded from a backup set.
Online Backup Manager will generate appropriate backup source setting for you automatically when you make
your backup source selection on Backup To The Web.

Please note that for Windows operating systems, if the “Hide protected operating files (Recommended)” setting is
enabled for the file explorer, system folders/files will not be shown in the backup source. By selecting the parent
folders however, all subfolders (including system folders/files) will be included in the backup set. Thus if you want
to exclude system folders (e.g. recycle bin) from the backup, please select the desired folders/files directly rather
than selecting the parent folder. Alternatively, you can enter the corresponding system path to the [Exclude List]
of the backup set using the web interface.

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the following
common folders to be backed up:

1. “My Documents” folder
2. “Outlook” and “Outlook Express” mail store folder
3. “Favorites” folder

4. “Desktop” folder

From the [Options] node available below the [Standard] node, you can easily select other common folders to be
backed up as well. They include the “Application Data” folder, the “Start Menu” folder, the “Templates” folder, the
“All Users’ Documents” folder, the “Temporary Internet Files” folder, the “Cookies” folder, the “Font” folder, the
“History” folder, the “Applications Data” folder, the “Nethood” folder, the “Printhood” folder, the “Recent” folder
and the “Send to” folder.

.1 Online Backup Manager =] E3
Backup Set Dackup Restore Tools Wiew Help

15| Bave Sefting " StartEackin [l Btop Backup ‘
5.'} Eackup Controller [_x

2 User Profile
EHE FileBackupSet1

{5 Backup Source!
ackup Schedule

Backup Source (FileBackupSet-1) (2]
Y Standard

() Wy Documents ¢CADocuments and Settingsijohn.smithity Documents)

) Outiook Express

-,‘r Favorites

2 Backup Filter [} Desktop

ﬁ Caommand Line T | - Options

] setting E- 1§ by Computer

l7;¥ Encryption I'ﬂI:I M 3 Floppy (4)
|—'|F_|]' Retention FPolicy #-[] e Local Disk (C)

=] Extra Backup
% In-File Dalta

—.e_‘n Local Copy
E- (Y Microsoft Terminal Services
- Y Microsoft Windows Netwark
- (% wehb Client Metwark
E| Log Table (FileBackupSet-1)
Type Log Tirne
| — ]

| s Backup I Q) Hestnrel (=] Lng|

|Wailing for other Backup Job finish !-Quuta (Remaining / Tatal} 106G /105G |Last Backup: -
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The checkbox next to the files/directories shown above can be in one of the following mode:

Mode | Description

[+ | All files/directories (recursively) under this directory will be backed up

[+ | All files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be
backed up as well.

[ | Only the checked files/directories under this directory will be backed up. If you add
files/directories to this directory in the future, they will NOT be backed up.

[ | Nothing under this directory will be backed up.

5.3

Mapped Network Drive

If you need to backup a mapped network drive on Windows (it will only work in Windows NT/2000/XP/2003), you
must enter your Window’s domain, username and password into the [Network Resources Authentication for
Windows] section as shown below. It is required because scheduled backups will always run under the context of
Window’s “Local System” account (which does not have the privileges required to access network resources) by
default. Backup To The Web needs to collect your Windows username, password and domain name to authenticate
itself to the windows domain controller to acquire the required access privileges to the network files to be backed

up. If you don’t supply a username and password, Backup To The Web will have problems accessing network
resources in its scheduled backup Jobs.

If you need to backup network mapped drive in scheduled backup, please do this:

i. Select the backup set from the left panel and press the [Properties] button

.En Online Backup Manager
Backup Set Backup Restore Tools View Help

=10

|51 Bave Setiing | start Backup [l 200 Backur |

\es Backup Contraller 2] |} Backup Set- FileBackupSet1

= 40) rofile

=H BackupSetd:
Backup Source
Backup Schedule

Backup Set

Mame: FileBackupSet-1

10 1168848359906

Type:  File Backi

il Backup Filter e e
— 51 command Line Taol Metwirk Resources Authentication for Windows
i_'r,] Satting Domain:

g Encryption Liser Marme:
Retention Policy Password:
|—=] Extra Backup -
—{/. In-File Delta

—.e_‘n Local Copy

Properies

¥ Run scheduled backup on this computer

= 7
;@ Log Table (FileBackupSet1)

Type I Log

| Tirme l

(& Backup | €) Restore] (61 Lug

|Elackup Campleted Successfully

EQuma {Remaining f Total): 10G F10G |LastBackup' 2007-01-1517:20

ii. Enter your Windows domain, username and password into the dialog shown below and press [OK]
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Marme: IF\IeBackupBet—1

Type: File Backup

Network Resources Authentication for Windo

Darmain: Iwmdows—domam

User Name: Idemn-user

Fassword: I"*‘*ﬁ'“'*

[0):4 | Cancel

iii. Press the [Save Setting] button on the toolbar

The steps above apply only to computers running in a Windows domain. If you don’t have a windows domain with
your network and you are using a workgroup or using a NetWare server, please use the “net use” command to
authenticate the running backup process against the computer hosting the mapped drive. Otherwise, you will get
“Access Denied” error from the backup report.

For example, if you want to backup \\SERVER\SHARE that is located on a NetWare server (or another computer in
a windows workgroup) and you are getting "Network drive is not accessible" error message, please try adding the
following command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]
E.g.

Add new Pre-backup Command Line Tool x|

Marme: IPre-backup Command-1

Command: |net use WNetware\Data cassword (USER: peter

Wworking Directory: | Browse
Ok | Cancel

Enter one of the following commands directly into the Pre-Backup Command:

net use \\Netware\Data password /USER:peter
net use \\WorkgroupComputeri\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer in a windows workgroup)
and backup will then run correctly.

Copyright © 2007, Backup To The Web. All Rights Reserved. page 23 of 81 (March 77 2007)



Backup To The Web v5.2
User's Guide — Standard Edition

5.4 Backup Schedule

A “Backup Schedule” defines the frequency and the time that backups should run automatically.

Backup et Backup Restore Tools View Help

=& =]

|7| save setting | P> Start Backup [

Backup |

™

\e» Backup Controller 5] ‘.“3 Backup Schedule (FileBackupSet1)

= User Profile
3! FileBackupSet-1

BackupSchedule-1 Properties

Backup Source
ckup Schedule Mame |Eackup8chedule—1

Backup Filter

Command Line Tog | E35KUP
Seting Files
— L& Encryption e
T
Retertion Policy e ‘
Extra Backup " Dally & e akly  Monthly
—Ls= In-File Delta
—=H Local Copy Day
Backup on the following dayis) every week:
I Sunday ™ Monday I Tuesday
™ Thursday [ Friday ¥ Saturday
~Siart

Start Time ¢thh.mm); |21 = .IUU =
[ Btop-

& Stop on completion (Full Backup)

" Stop after]@ Hauris)

' Custom

I~ wiednesday

Ok Cancel

of | Remaove Properties

£

I Time

| & Backup | € Restore| [ Log|

|Backup completed with warning(s)

Backup schedule can be in one of the following types:

|Quota (Remaining / Totaly: 8.86G 4 105 |Last Backup: 2007-01-15 21:00

Type Description

Daily Backup Jobs will run everyday

Weekly | Backup Jobs will run on the specified day(s) of every week

Monthly | Backup Jobs will run on the specified day or on a day with a given criteria (e.g. first
weekend, last weekday) of every month

Custom | Backup job will run once on any particular date

For each schedule type above, backup will run at the scheduled time for a maximum of the duration specified (or
until all data are backed up if [Stop on backup completion] option is chosen). If a backup job does not finish
within the maximum duration specified, it will be interrupted.

Please note that you can have more than one schedule within a backup set. For example, you can have a daily
backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at 00:00 at midnight.
The combination of these schedules effectively creates a backup schedule that runs daily at 00:00 and 13:00

everyday.

5.5 Backup Filter

A “Backup Filter” defines the file selection rules that allow user to easily include/exclude files into/from the backup

set by applying user defined criteria(s) to the file names or directory names.

There are some basic rules regarding backup filters:

i. Filters are checked in creation order. Once inclusion/exclusion has been identified, the remaining

filters won't be checked.

ii. Inclusion/Exclusion made by filter always takes precedence over backup source selections

iii. If all filters do not apply to a particular file, this file is then checked for inclusion/exclusion backup

source selections
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=181%]

Backup Set Backup Restore Tools View Help

1= Save Setting " Start Backup [l

kL ‘

s.’: Eackup Controller )( ‘ i Backup Filter (FileBackupSet-1}

=H @) FileBackupSet-1

Mame: IFMteM

Top Directory: I

Erwrse I

[ Apply To-
Retention Policy I+ File [ Directory
—i= Exira Backup =
L In-File Delta ~Pattern Matching
e Local Copy Type: & Text " Regular Expression
" starts with £+ containg " ends with
Pattern Add
Rty —
Time
|- Filter Mode
= Include malched " Exclude matched

™ exclude all others

6] Cancel I

1 oy Backup | &) Restare | [ Log |

|Backup completed with warningis) |Quota (Remaining | Tatal): 9.866 110G |Last Backup: 2007-01-15 21:00

Key Description

Name The name of a filter

Top Directory The top directory to which this filter is applied. Filtering rules will be applied to

all files and/or directories under this directory.

Apply To Define whether to apply the filtering rule to files and/or directories

Pattern Matching |It defines the filtering rules of a filter. A filtering rule can be of one of the
following types:

[Starts With] Include/Exclude all files/directories with name starting
with a certain pattern.
For example: You can use B* to match all files with
name starting with a ‘B’ character

[Contains] Include/Exclude all files/directories with name
containing a certain pattern.
For example: You can use *B* to match all files with
name containing with a ‘B’ character

[Ends With] Include/Exclude all files/directories with name ending
with a certain pattern.
For example: You can use *.doc to match all files with
name ending with *.doc’ (all Word documents)

[Regular Expression] Include/Exclude all files/directories with name matching
a regular expression.

Filter Mode Defines whether you want to include or exclude matched files into/from the
backup set. Also, for those unmatched files, you can choose to exclude (if
include filter type) or include (if exclude filter type) them into/from the backup
set.

Example 1:
If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g. C:\My
Documents), you should setup your backup filter as follows.

Top Directory = C:\My Documents
Apply To = File (true)
Matching Type = End With
Matching Patterns = *.doc, *.xls, *.ppt
Filter Mode = Include
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Exclude all others = True

Example 2:
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Applications, you should setup your

backup filter as follows.

Top Directory
Apply To
Matching Type
Matching Patterns

C:\Applications
File (true)

End With

*.exe, *.dll, *.tmp

Filter Mode = Exclude
Include all others = True
Example 3:

If you have made your selection of files (all under C:\) from the backup source setting but you want exclude all
images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as follows.

Top Directory = C:\

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.jpg, *.gif
Filter Mode = Exclude
Include all others = false

Please note that the [Include all others] setting is not enabled because you don’t want to include all other files
(NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4: (advanced)

If you want to include everything, except the “log” directory, under C:\Applications into a backup set, you should
setup your backup filter as follows.

Top Directory = C:\Applications
Apply To = Directory (true)
Matching Type = Regular Expression
Matching Patterns = ~log$

Filter Mode = Exclude

Include all others = True

Example 5: (advanced)

If you want to include all directories named “log” from the backup set files with file name starting with “B” and
ending with “*.doc” under C:\My Documents into the backup set, you can use a regular expression of
“AB.*\.doc$” to do your selection. The filter backup can then be setup as follows.

Top Directory = C:\My Documents
Apply To = File (true)
Matching Type = Regular Expression
Matching Patterns = ~B.*\.doc$

Filter Mode = Include

Exclude all others = True

5.6 Pre/Post-Backup Command

The "Command Line Tool” feature has two major components, the [Pre-Backup] command and the [Post-Backup]
command. You can use the [Pre-Backup] or [Post-Backup] commands to run any native OS (operating system)
commands before or after running a backup job.
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=181

Backup et Backup Restore Taools Yiew Help
17| Save Setting P> StartBackup B Elop B

\o» Backup Caontraller % ||ﬂ Command Line Tool (FileBackupSet1)

=2 User Praofile
=) FileBackupSet-1

~Pre-backup

[N existing Command Line Tool
Comman
‘Working Directory

— 4 Encryption | #dd | B I P
—fi Retention Palicy Add new Pre-backup Command Line Tool x|

—] Exfra Backup
In-File Delta
—ré; Local Copy

Mame: IPre—backup Cummand—ﬂ

Command: I

Browse
6]} Cancel
2 1

working Directory: |

| I 1] 1]
] Log Table (FleBackupSet1)
Type I

Log Time

" & Backup [ ) Restore] 1@ Log

|Backup completed with warning(s)

|Quota (Remaining  Total: 8.36G /106 |Last Backup: 2007-01-15 21:00

Both [Pre-Backup] and [Post-Backup] commands comprise of the following parameters:

Key Description
Name Name of this Command
Command The command to be run

(e.g. C:\My Documents\Application.exe or C:\My Documents\BatchJob.bat)

Working Directory |The directory at which this command will run

The backup set type affects the time at which [Pre-Backup] and [Post-Backup] commands run. The following table
outlines when [Pre-Backup] and [Post-Backup] commands will run in different types of backup set.

Backup Set Type

When Pre-Backup Commands run?

When Post-Commands run?

File

Before uploading backup files

After uploading all backup files

Non-File Backup Sets
(e.g. Microsoft SQL

Before spooling backup files to
temporary directory

After spooling backup files to
temporary directory (i.e. before

Server) the first backup file is uploaded)

Note: You should never backup an application while it is running as this can result in inconsistent and unusable
files getting backed up. Please use the “Volume Shadow Copy” feature if you're running Windows XP/2003 or
make use of the Pre-Backup Command feature to shutdown your application before running a backup job and use
the Post-Backup Command feature to restart your application after the backup job has completed.

For Example

You want to stop Microsoft Outlook using the Pre-Backup Command and restart it after backup using the Post-
Backup Command, create the two following text files and assigned the files to Pre-Backup and Post-Backup
Command.

1. Create a text file named “OutlookClose.vbs” using notepad with the following two lines:
Set obj OLK = createObj ect (" CQutlook. Application")
obj OLK. qui t

2. Create a text file named “OutlookStart.bat” using notepad with the following line:

"C:\Program Fil es\M crosoft Of fi ce\ OFFI CE11\ OUTLOOK. EXE"
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5.7 Temporary directory

If you are running a file backup job with in-file delta enabled or a database type backup job, Backup To The Web
will generate temporary files and the directory that will be used to store all these files are defined by [Setting] ->
[Temporary directory for storing backup files]. Please set this to a non-system disk partition that has enough free
space to avoid problems.

You can set the [Temporary directory for storing backup files] to a mapped network drive. If you choose to do this,
please use a UNC path (e.g. \\SERVER\SHARE) and don’t forget to configure the [Backup Set] -> [Network
Resources Authentication for Windows] setting.

To conserve the use of disk space, you can set the [Remove temporary files after backup] option to delete the
temporary files automatically after a backup job has finished.

5.8 Transfer Block Size

Transfer block size defines the block size Backup To The Web will use to transfer your backup blocks. Generally,
backup jobs using a larger block size will have better performance, because of the smaller number of connections
involved.

However, some firewalls or proxy servers may block out-going network traffic (HTTP/HTTPS POST method) with
large block size for security reasons. If you are in a network with this type of restriction, please lower the transfer
size value and try again.

To change the transfer block size of any backup set, please select the [Setting] node on the left panel to invoke
the [Setting] panel on the right. You can then make changes to the [Transfer Block Size]. After you have made
your changes, just press the [Save Setting] button on the toolbar.

-15] ]

Backup Set Backup Restore Tools Yiew Help
|5 save Setting | P> Start Backup [ =

Backip |

s.’: Eackup Controller X ,} Setting (FileBackupSet1)
=4 User Profile

-Tempotary directory for storing backup files-
|cDocuments and Settingsyohn. smithl oprmiipciBackupsSet. Browse

~Transfer Block Size-

ii 28k > | Bytes

olie Lk (inu)

Retention Policy
Extra Backup
—{k In-File Delta
A Local copy

yimlalic [Ink?
25, % o

valume Shadow Copy Gindows 2003 & XP)
Enable ¥olume Shadow Copy
 yes Mo

| ] Log Table (FileBackupSet1)
Tipe | Log Time

I oy Backup | ") Reslurel |6 Lugi

|Backup Completed Successfully iQuUta {Remaining / Totaly. 8.86G/ 10G |Last Backup: 2007-01-15 21.00

5.9 Follow Symbolic Link (Linux/Unix/Mac only)

Under Unix/Linux/Mac, users can create a symbolic link to link a file/directory from another directory. This setting
defines whether you want Backup To The Web to traverse any symbolic links encountered on your backup path.

To change the follow symbolic link of any backup set, please select the [Setting] node on the left panel to invoke
the [Setting] panel on the right. You can then make changes to the [Follow Symbolic Link]. After you have made
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your changes, just press the [Save Setting] button on the toolbar.

5.10 Microsoft’'s Volume Shadow Copy Service (VSS)

Microsoft Volume Shadow Copy Service (VSS) allows you to backup files that are exclusively opened. Without VSS,
you will get the error message “The process cannot access the file because another process has locked a portion of
the file” if you are trying to backup a file that is exclusively opened (e.g. Outlook PST file).

Please note that VSS is only available on Windows XP / 2003 and you must have administrative privileges to start
the VSS service on a computer. Also VSS will only work if at least one of your partitions is formatted using NTFS.

If you are running Windows 2003, please install the Windows 2003 VSS hot fix available in
http://support.microsoft.com/default.aspx?scid=kb;en-us;887827 before running VSS.

If you are running into problems with VSS running on Windows XP / 2003, Microsoft's recommendation is to try

re-registering the Volume Shadow Copy Service again. Simply run the script [Backup To The Web
Home]\bin\RegisterVSS.bat to do so.

For more information, please take a look at the following page for a technical introduction to Volume Shadow Copy
Services (VSS):

http://technet2.microsoft.com/windowsserver/en/library/2b0d2457-b7d8-42c3-b6c9-59¢c145b7765f1033.mspx

5.11 Encryption

Before your files are sent to the Offsite Backup Server, all your files are compressed and encrypted using your
choice of encryption algorithm, mode and key. The following table explains all encryption parameters available
within a backup set.

Note:

Encryption settings are set at backup set creation time and cannot be modified. You need to create a new backup
set if you want to change your encryption settings for a backup set.

ST

Backup Set Backup Restore Tools Wiew Help
|5 Save Setting | P Start Backup [l 5o

\o» Backup Contraller [# | & Encryption (FileBackupSet1)
=2 User Profile

nEackin ‘

T i Encryption

=M FileBackupSet-1
7ﬁj.;" Backup Source Algarithrm: AES
— Backup Scheduls mode ECE

4 Backup Filter
=] Comrand Line Toal

Encrypting Key, [
¥ Mask Encrypting Key

iy Retention Policy
+§ Extra Backup
{4 In-File Detta

—=h Local Copy

T
{E Log Table (FileBackupSet-1)

Tvpe I Log Time
lor Backup i 1) Hestnre| (=] Lngl
|Backup Completed Successfully !Quuta (Remaining f Total): 10G /106G |Last Backup: 2007-01-1517:20
Parameter Description

Encryption Algorithm |It defines the encrypting algorithm used to encrypt your backup files. There are
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three encryption algorithms available:

[AES] Advanced Encryption Standard algorithm
[DESede] Triple DES algorithm
[Twofish] Twofish algorithm

We recommend the use of AES as it has been chosen as the encryption standard for
commercial use. Please refer to references on Cryptography for more information
about encryption algorithms.

Encryption Mode It defines the encrypting mode used to encrypt your backup files. There are two
encryption modes available:

[ECB] Electronic Cook Book Mode
[CBC] Cipher Block Chaining Mode

We recommend the use of CBC mode as it offers better security. Please refer to
references on Cryptography for more information about encryption modes.

Encrypting Key The key used to encrypt all files within a backup set. Please write it down on
paper and keep it in a safe place. If the key is lost, you will not be able to
recover your files from the encrypted backup files.

5.12 Retention Policy

During backup, if Backup To The Web finds that you have deleted a file (or updated a file) on your computer, it
will put the corresponding deleted (or updated) file already backed up on the backup server into a retention area.
The retention policy setting defines how long files inside the retention area will be kept on the backup server
before they are deleted automatically from the server.

Retention policy will only affect “retained” file (i.e. files that have already been deleted or updated on your
computer and thus are moved to the retention area of the backup server). For those files that have not been
updated on your computer, the backup of these files is kept in the data area on the backup server and won't be
affected by the setting of retention policy. These backup files of unchanged files will stay on the backup server
forever until the original files are removed (or updated) from your computer.

Standard Retention Policy

The [Standard] retention policy allows you to delete retained files automatically after a user defined number of
days or after a user defined number of backup Jobs. To change the retention policy setting of any backup set,
please select the [Retention Policy] node on the left panel. You can then make changes to your retention policy
under the [Retention Policy] section. After you have made your changes, just press the [Save Setting] button on
the toolbar.
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Advanced Retention Policy

.t Online Backup Manager
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Backup Set Backup Restore Tools View Help
ﬁ Save Setting " Start Backup - BtopEackln |
t.’? Backup Controller r_” ﬁi’ Retention Policy (FileBackupSek-1)
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i) FileBackupSet 1  Weep deleted filets) for |7 ¥| |Dave =

—\‘Lﬁi Backup Source &+ Advanced
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Retention Policy-3 (Type. Manthly)

Retention Policy-4 (Tvpe: Quarterly)
Retention Po i

Command Line Tool

=j Extra Backup
4% In-File Delta

b Local Copy

Add | Remove | Properies |

Log Table (FileBackupSet-1) Fr]
Type Log |

Time |

I & Backup | &) Restare| @ Log|

|Backup Completed Successfully

|Quota (Remaining / Total): 106 {106 \LastBackup‘ 2007-01-14517:20

The [Advanced] retention policy allows you to configure a more flexible retention policy. It allows you to keep a
set of snapshots of all backup files based on the time of the backup Jobs. For example, you can configure the

advanced retention policy to keep the following sets of backup files to mimic the retention policy of the old days
when you were still doing tape rotations:

¢  All files available within the last 7 days

¢  All files available on the last 4 Saturdays within the last 28 days

& All files available on the 1°f day of each month within the last 3 months
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& All files available on the 1°* day of each quarter within the last 12 months

& All files available on the 1°f day of each year within the last 7 years

To do so, you need to setup your advanced retention policy as follows:

¢ Type = Daily; Number of copy to keep = 7

¢ Type = Weekly; Frequency = Saturday; Number of copy to keep = 4

4 Type = Monthly; Frequency = Day 1; Number of copy to keep = 3

€ Type = Quarterly; Frequency = Day 1 of Jan, Apr, Jul, Oct; Number of copy to keep = 4
€ Type = Yearly; Frequency = Date 01-01; Number of copy to keep =7

Assuming today is 17-]Jan-2006, if [Remove retention files for overlap policy] is NOT enabled, a total of 22
snapshots (provided you have run backups daily for more than 7 years) will be kept on the server accordingly, i.e.:

Daily Weekly Monthly Quarterly Yearly

16-Jan-2006 14-Jan-2006 01-Jan-2006 01-Jan-2006 01-Jan-2006
15-Jan-2006 07-Jan-2006 01-Dec-2005 01-Oct-2005 01-Jan-2005
14-Jan-2006 31-Dec-2005 01-Nov-2005 01-Jul-2005 01-Jan-2004
13-Jan-2006 24-Dec-2005 01-Apr-2005 01-Jan-2003
12-Jan-2006 01-Jan-2002
11-Jan-2006 01-Jan-2001
10-Jan-2006 01-Jan-2000

If [Remove retention files for overlap policy] is enabled, only the following snapshots are kept:

Daily Weekly Monthly Quarterly Yearly

16-Jan-2006 14-Jan-2006 81-Jan—2006 81-Jan-2006 01-Jan-2006
15-Jan-2006 07-Jan-2006 01-Dee-2005 01-Oet-2005 01-Jan-2005
14-3an-20606 31-Dee-20065 81-Nev-20065 81-3u-2005 01-Jan-2004
13-Jan-2006 24-Dee-2005 01-Apr-2005 01-Jan-2003
12-Jan-2006 01-Jan-2002
11 Jan—2006 01-Jan-2001
10-Jan—2606 01-Jan-2000

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2006, 11-Jan-2006, 12-Jan-2006, 13-Jan-
2006 and 14-Jan-2006 are removed. The monthly policy overrides the weekly policy so the snapshots of 24-Dec-
2005 and 31-Dec-2005 are removed. The same applies to the monthly, quarterly and yearly policy giving a total
of 11 snapshots.
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5.13 Extra Backup (Off-line backup, Logout Reminder )

Off-line backup is basically designed for notebook users who are off-line most of the time and cannot rely on the
backup schedule to backup regularly. The "Backup Interval" allows notebook users to specify the interval that they
would like their data to backup. When the machine is online and this interval has elapsed, backup will run
automatically. If “Backup Alert” is enabled, a popup message box will ask the user to confirm starting the backup.

The "Email Notification" setting is the number of days since the last backup that triggers the backup server to
send email notification to the client to remind him to run an off-line backup.

When the “Logout Reminder” setting is enabled, a popup message box will ask the user to start a backup before
logging out / shutting down Windows.

=T
Backup Set Backup Restore Tools View Help

|5 save getting | P> Start Backup [l Stop Backup |

P.'} Backup Gontroller I_x ig Extra Backup (FileBackupSet-1)

(=2 User Profile

=Hi) FileBackupSet1
5 Backup Source
-] Backup Schedule
45 Backup Filter
=] Cammand Line Toal
—] setting
— L& Encryption

~Off-line Backup

[ Enahle of-line hackup

" Backup Interval
i & Day(s)m Hour(s)

[ Email botification

|—m'ﬁelemmn Policy H = | Dayis) (when no hackup done)
=1 Exra Backup L .
—% In-File Delta ~Backup Slert

=4 Local Copy

¥ Enable backup alert

System Logout Backup Reminder (Windows)

I~ Enahle Bystem Logout Backup Reminder

-Backup -
Fileg

Log Table (FileBackupSet-1) Fr]
Tine | Log Time

\es Backup I&g‘l Restnrel =) Lngl
|Backup Completed Successfully

!Quula (Remaining / Totaly; 1054105 \LastBackup. 2007-1-1517:20

5.14 In-File Delta

Please refer to the in-file delta section for more information on this topic.

5.15 Local Copy

If you want to save an extra copy of backup data on your local hard disk (in addition to a copy of backup data

stored on the backup server) to minimize file-restoring time and/or to provide an extra safety precaution, you can
do the following:

i. Open Backup To The Web from the System Tray (see previous sections for details)
ii. Setup your backup set (see previous sections for details)

iii. Select [Local Copy] under your backup set from the left panel
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lolx]
Backup Set  Backup Restore Tools View Help
|5 Save Setting | P> Start Backup [ Sl Eackn |
\e» Backup Contraller 1# | = Local copy (FileBackupSet-1)
=2 UserProfile
5 {5 FileBackupSet1 [¥ Copyto Local Hard Disk
i[5 Backup Source “Copylo
—{& Backup Schedule |caLocalBackupil 158348359905
Backup Filter :
—ﬂCUmmand Line Tool Change
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— (4. Encryption Zip
m E;tengnnkl:nlmv Zip copied file(s)?
= Elacen Fives  No
~File Permissions
Retain permissions onfiles that are copied?
T Yes & No
-Oiffsite Backup
Skin backup to offsite backup sener?
¥es & No
Log Table (FileBackupSet-1) F7]
Tyne | Log Time
& Backup | € Restore] g1 Log |
|wWelcome to Online Backup Manager! |Quuta (Remaining / Total); 986G /106G \Last Backup: 2007-01-15 21.00

iv. Check the [Copy to Local Hard Disk] checkbox

V. Enter a directory to where you want an extra copy of your backup files to be stored in the [Copy to]

field provided (preferably a directory under another hard disk)

vi. (Optional) Select the [Yes] radio button if you want to store your backup files in compressed form to

conserve free space usage

vii. An extra copy of backup will be saved in the [Copy to] directory when you run your backup job

.n Online Backup Manager

Backup Set Backup Restore Tools View Help

=l =]

H Save Setting |’ Start Backup ! Sfop Backup |

Mame: FileBackupSet1

\es Backup Contraller r_x. |2 Backup Set- FileBackupSet-1

— -

_-_..U_rsherPruﬂ\e ~Backup Set :I
e i ‘ =

Backup Schedule Log Table (FileBackupSet-1)

- Backup Filter
Command Line Tool

I Log

Time I

Finished running pre-comrmands

Reading backup source from hard disk...

Reading backup source from hard disk.. Completed
[Local Copy] Start running local backup

[Local Copy] Reading local backup files from hard disk...

{5 Encryption
iy Retention Palicy
=] Exfra Backup

— = Local Copy

BEOOEE0006886000E00[E

[Local Copy]l Reading local backup files from hard disk.. Compl...
[Local Copy] Getting all fles which have been added... Completed
[Local Copy] Getting all files which have been updated . Compl
[Local Copy] Getting all files which have been deleted... Comple...
[Local Copy] Getting all fles which have heen moved... Complet...
[Local Copy] Total Mew Files = 0

[Local Copy] Total Updated Files=10

[Local Copy] Total Update File Permission=10

[Local Copy] Total Deleted Files =1

[Local Copy] Total Moved Files =0

[Local Copy] [Deleted File] Deleting "CALocalBackupil 1688483,
[Local Copy] Finish running local backup

Statt running post-comrands

Finished running post-commands

Backup Completed Successiully

(200701716 11:3748 2]
[2007/01116 11:37:46]
[2007/01116 11:37:48]
[2007/01116 11:37:49]
[2007/01116 11:37:44]
[2007/0111 6 11:37:48]
(2007101116 11:37:43]
[2007/01116 11:37:46]
[2007/0111 6 11:37:49]
[2007/01116 11:37:43]
[2007/01116 11:37:44]
[2007/0111 6 11:37:43]
[2007/0171 6 11:37:40]
(2007001116 11:37:43]
[2007/0111 6 11:37:46]
[2007/01116 11:37:44]
[2007/01116 11:37:48]
[2007/01116 11:37:50]
[2007/0111 6 11:37:50]
20070116 11:3751] (=]

I & Backup | &) Restore| g7 Log |

|Backup Completed Successfully

EQuuta {Remaining / Total). 986G /106G \Last Backup: 2007-01-15 21.00
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If you want to make local copy to a directory located on a NetWare server (or another computer is a windows
workgroup) and you are getting "Network drive is not accessible" error message, please try adding the following

command as a [Pre-backup command]
net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]
E.g.

C:\> net use \\Netware\Data password /USER:peter
C:\> net use \\WorkgroupComputeri\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer is a windows workgroup).

Backup will then be allowed to run correctly.

How to restore “Local Copy” files

“Local Copy” files are stored in the [Copy to] directory (under [Local Copy] setting). To re
please do the followings:

i. Choose [Tools] -> [Unzip Local Copy]

store backup files,

=la] =]

|Z] 5ave Setting |- Start Backy) nzig Local

Backup 52t Backup Restore |Tools View Helo
s iy |

|
\e» Backup Contraller = "'__, o Pt oS cald L!E:et—ﬂ
-Backup Set i’
Backup Source Mame: FileBackupSet1 =l
] Backup Schedule HE Log Table (FileBackupSet-1) 2
Backup Fllter. T | T I Time I

Command K el G Finished runnin - o AT |

Satting ) g pre-commands [2007/01416 11:37:48]

| Encryption @ Reading backup saurce fram hard disk... [2007/01016 11:37:48]

_':‘T_IT Retention Policy @ Reading hackup source fram hard disk... Completed [2007/01016 11:37:49]

Extra Backup @ [Local Copy] Start running local backup [2007/01116 11:37:49]

{ - In-File Delta (I [Local Copyl Reading local backup files from hard disk.. [2007/01416 11:37:49]

=h Local Copy @ [Local Copy] Reading Iocal hackup files fram hard disk . Campl [2007/01/16 11:37:449]

$ [Local Copy] Getting all files which have heen added... Completed [2007/01/1611:37:49]

(@ [Local Copy] Getting all files which have been updated... Compl.. [2007/01416 11:37:49]

@ [Local Copy] Getting all files which have heen deleted... Cample... [2007/01016 11:37:49]

@ [Local Copy] Getting all files which have been moved... Complet... [2007/01416 11:37:49]

@ [Local Gopy] Tatal Mew Files = 0 [2007/01/16 11:37:49)

@ [Local Copy] Total Updated Files =0 [2007/0141 6 11:37:49]

@ [Local Copy] Total Update File Permission = 0 [2007/071/16 11:37:49]

G} [Local Copy] Total Deleted Files =1 [2007/0141 6 11:37:49]

@ [Local Copy] Total Moved Files=0 [2007/01/16 11:37:49]

@ [Local Copy] [Deleted File] Deleting "CilocalBackupl1 1688483, [2007/01016 11:37:49]

(i [Local Copy] Finish running local backup [2007/01416 11:37:449]

@ Start running postcommands [2007/01/16 11:37:50]

(i Finished running post-commands [2007/01416 11:37:50]
@ Backup Completed Successfully [2007/01416 11:37:51] (5]

& Backup | & Restore| @ Log|

|Backup Completed Successiully !Quuta {Remaining / Total), 9.86G 110G |Lasl Backup: 2007-01-15 21:00

ii. Select the required [Backup Set] from the drop down list
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o1 Tnzip L

Backup Set: IFileBackupSet—l
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IC:\Loca]Backup
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|
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[2005-06-28 22:25:22] Start

[2005-06-28 22:25:23] Copying ClocalBackuptC _MCONFIGEYE zip' to T \RestoreVC_VCONFIGSTS'
[2005-06-28 22:25:23] Copying 'C\LocalBackophC_Mrvnet img zip' to T \RestoreV=_\rvnet img'
[2005-06-28 22:25:23] Completed Succesfully

Start | Bop

iii.  Fill in the [Source Directory] (directory where “Local Copy” files are stored) and [Destination
Directory] (directory to where you want “Local Copy” files to be restored)

iv. Click [Start]

5.16 Using One Backup Account for Multiple Computer s

Backup To The Web allows you to backup multiple computers using a single backup account. To backup multiple

computers, you need to create a different backup set to backup each individual computer and to configure the
[Run scheduled backup on this computer] checkbox.

. online Backup Manager

===
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— =] Extra Backup '
fﬁ In-File Delta Properies
—=gLocal G
fb‘ ooaropy ¥ Run scheduled backup onthis computer
] Log Table (FileBackupSet-1) =
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"2 Backup [ © Restare] & Loa

|Backup Completed Successfully

For version 5.2

!Ouuta (Remaining ) Totaly. 8.86G /110G \Lasl Backup: 2007-01-15 21:00

Since the computer that created the backup set will have its computer name associated with the backup set. The
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backup scheduler running on each computer will only run backup sets with the same computer name as itself.
Thus, you just need to make sure that all your computer names using a single backup account are unique.

For version 5.1 or Earlier

You must configure Backup To The Web on each computer that it only runs scheduled backup for the intended
backup sets only. If this is not setup properly, scheduled backup job of the same backup set from different
computers will both be started. This will result in lots of checksum errors and files being deleted on the backup
server.

To allow multiple computers to be backed up under a single backup account, you are required to do the following
for each computer that has installed Backup To The Web under the same backup account:

i. Logon to one of the computers that has Backup To The Web installed under the same backup
account.

ii. Open Backup To The Web and select a backup set that is not intended to run on this computer
from the left panel.

iii. Make sure that the [Run scheduled backup on this computer] checkbox on the right panel is not
checked.

iv. Repeat the previous step for the rest of the backup sets that are not intended to run on this
computer.

v. Repeat stepsii to iv for each computer that has Backup To The Web installed under the same
backup account.

IMPORTANT If you create a new backup set or want to backup another computer using the same backup account
at a later date (this implies that you need to create an additional backup set under this backup account for the
new computer), please make sure to repeat the procedure above (i.e. uncheck the [Run scheduled backup on this
computer] checkbox for the added backup set) for each computer.

Copyright © 2007, Backup To The Web. All Rights Reserved. page 37 of 81 (March 77 2007)



Backup To The Web v5.2
User's Guide — Standard Edition

Backing Up Files

This chapter describes how files are backed up by Backup To The Web to the backup server

6.1 How files are backed up

The diagram below describes how Backup To The Web backs up your files.

Backup Operations:

1. Collect all files which are new or have
been updated since last backup

2. Each of these files is zipped,
encrypted and securely backed up
to Online Backup Server through
Secure Socket Layer (SSL)

Backup Server

User's Computer

Authentication

User Directory parmeters & Backup Directory

Zipped &  encrypled fies Jipped &

o Raw Encrypted aresentin S8 Encrypted Wacy
1 File File File {1
ﬂ % = iia,, | _‘J

; % 3
I ONa s 0 e

John L John
- =
e =

Online Backup Manager can be configured

to start automatically every night. All user

files created/updated during the day will

then be backed up to the backup server on the
same night without any user intervention.

All users' files are encrypted by a
world's first class 128-bit encryption
algorithm with a user defined encrypting
key. File content is meaningless to
everyone except the user.

Run backup at scheduled time automaticall

Once you set your backup scheduled, a backup job will be started automatically to perform backup operation for
you at your absence. You can have backup running at your scheduled time as often as you want (e.g. twice a day
or hourly during office hour) without requiring doing any extra work.

Incremental Backup

Unchanged files are already backed up to server and need not to be backed up again. Backup To The Web will
pick the new or updated files from your backup set files and upload only these files to the server. It significantly
reduces the time required to perform the backup operation since most users update less than 5% of their total
data each day.

Compress and encrypt data automatically

Data are compressed and encrypted before they are uploaded to the server. Not only does it reduce the storage
space to keep you backup files, it also ensures the privacy of your data.

File Retention Policy

The built-in file retention policy allows you to access multiple versions of the same file or even deleted files from
your backup set. Backup files are put into a retention area before they are removed from the server. If you want
to get back a deleted file (or you want to get back the previous versions of an updated files) within the retention
period, these files will always be available in the retention area. This feature is particularly useful when you have
accidentally deleted a file or incorrectly updated a file within the file retention period (file retention period is user
customizable).

Copyright © 2007, Backup To The Web. All Rights Reserved.

Page 38 of 81 (March 7, 2007)



Backup To The Web v5.2
User's Guide — Standard Edition

6.2 Backup files directly to the backup server
You can backup your data to an Offsite Backup Server by following instructions below.
vi. Open Backup To The Web
vii. Right click Backup To The Web icon available in the system tray and choose [Open]
a. Create a backup set

b. From the Menu, Choose [Backup Set] -> [New] -> [File Backup Set]

REIEY
Backup Set  Backup Restore Tools View Help

|& File Backup Set

x_ Remove r |én System State Backup Set

|7l Gave Setting {@ Lotug Backup Sef
| M8 Exchange Backup Set
| MS Exchange Mall Level Backup Set
| 0] M3 SGIL Server Backup Set change
|74 MySCL Backup Set
|& Oracle Database Backup Set

on Account Change

! ~Account Information
iy Retantion Palicy
— =] Extra Backup Quota (G

B In-File Delta Time Zone: {GMT+08:00 (HET) VI

— = Local Copy

~Contact

Idemo@your—company com LI

Contact Mame; Demonstration Account
Email Address: demo@your-company.com

Add Remove Froperies |

& Backup | &) Restore| g1 Log]
|Backup Completed Successfully EQuuta {Remaining / Total). 986G /106G \Last Backup: 2007-01-15 21.00

c. Enter a name for your backup set

Add new File Backup Set x|

~Backup Set
Flease type a name for this Backup Set.
Marme: IFiIeBackupSet—1

10 1168913585156
Type: File Backup

Cancel | = Erevious Mext =
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d.

e.

f.

Select the files/directories you want to backup

Add new File Backup Set

~Backup Source
FPlease selectfiles orand directories to be backed up.

=0 5 Standard
Ei bty Documents (CADocuments and Settingsis

L“El Qutlook Express
¢ Favorites

[ Deskiop
g:[l@options

= 'f My Computer

[J=e Lacal Disk ()

[ Lacal Disk (D)

[J e Lacal Disk (E)
[J=e Lacal Disk (F3

[ .4 DVD-RWwi Drive (G
[ 22 wRoselPublict (P)
[ My Sharing Folders
4 |

|£| Cutlook (GADocuments and Settingsisolomon.yu

-

olo

o

Cancel |

= Previous | I

et = |

Set the backup schedule (Note: You can have more than one schedule in a backup set)

Add new File Backup Set

X

~Backup Schedule

Flease schedule the hackup time.

Add Remove | E

Cancel |

= Previous | Mext = |

Set the encryption algorithm, encryption mode and encrypting key for this backup set
(Hint: For the sake of simplicity, just select the [Default] radio button (your encrypting key is

set to be the same as your backup account password)
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x

Encryption Setting
Please setup the encryption setting of the Backup Set.

" Default (Use Login Passwaord as Encrepting Key)

[” Do NOT use encryption.

Algarithm: IAES Yl

fode:
' CBC (Cipher Block Chaining)

" ECE (Electronic CookBook)

Encrypting Key: |

confirm Encrypting Key: |

Cancel |

= Previous Mext =

viii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button

(™) on the toolbar

b. Select [Off-site Backup Server] to start backing up your files to an Offsite Backup Server.

Confirm Backup Start x|

Backup to
* Dffsite Backup Server
 Local Hard Disk (Seed Load Utilit

Start the hackup for [FileBackupSet-1] ?

QK Cancel Options ==

Note:

1. You can have more than one backup set in a backup account.

2. Please write the encrypting key down on paper and keep it in a safe place. If you lose your encrypting key, you

will not be able to restore _ your backup files.

6.3 Backup files to removable hard disk (seed loadi

ng)

If you have a lot of data (e.g. 300GB) to backup to the backup server, it would take a considerable amount of
time to perform the first full backup through the Internet. If you run into this problem, you can use the Seed
Loading Utility to backup your backup set to local hard disk (instead of directly to the backup server) and then
transport the backup data, using removable hard disk, to the offsite backup server. The administrator can then
load all your backup files from your removable hard disk into your backup account. This could then save you days
(even weeks) of performing your first full backup. Since subsequent backup will be incremental backup (only new
or updated files will be uploaded to the server) you should have no problems uploading your backup data
afterwards.

To perform seeding loading, please do the following:

i. Open Backup To The Web from the System Tray (see previous sections for details)

ii. Setup your backup set (see previous sections for details)
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iii. Select the backup set you want to run on the left panel and press the [Start Backup] button (»)

on the toolbar

iv. Select [Local Hard Disk (Seed Load Utility)] to start backing up your files to local hard disk and

press the [OK] button

Confirm Backup Start

X

Backup to
" Offsite Backup Sener
& Local Hard Disk (Seed Load LHility)

Start the hackup for [FileBackupSet1] ?

0k Cancel Options ==

v. Enter a directory where you want all backup files to be stored in the [Destination Directory] field

and press the [Start] button.

Please make sure you have enough free space in the directory specified. If you are going to
transport a removable hard disk to the offsite backup server, please enter a directory under your

removable hard disk here.

Backup Set.  FileBackupSet-1

Backup Type: File

rDestination Director

E \Seed—Luadlng—DlrectuW

Browse

Start Stop

vi. You should get the message “"Backup Completed Successfully” as shown below after all backup

files are spooled to the directory you specified.

Backup Set FileBackupSet-1

Backup Type: File

- Destination Directory

E\Seed-Loading-Directory

Browse

Collecting all files in this backup set.. Completed
Total Files =5

[1/8] Processed 'COAUTOEXEC BAT

[2/5] Processed 'Cibootini'

[3/5] Processed 'Chdellimg’

[4/5] Processed 'Cidmvnetimg’

[2/5] Processed 'Chdrnet2img'

Start running postcommands

Finished running poskcommands

Backup Completed Successiully

Processed: 3.1M ( 3206764 byte )

Bl

vii. Transport the data specified in the [Destination Directory] field to the offsite backup server
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7 Restoring Files

This chapter describes different ways files can be restored from to the backup server

It is very important to write down your encrypting key on paper and keep it in a safe

place because there will be no way to restore your backup files if you lose your
encrypting key.

7.1 Restore backup files directly from backup serve r

You can use either Backup To The Web or the web restorer to restore backup files from the backup server.

Using Backup To The Web
You can restore your data from the backup server by following instructions below.
i. Open Backup To The Web from the System Tray (see previous sections for details)

ii. Select the [Restore] tab at the bottom part of Backup To The Web

in online Backup Manager =8| x|
Backup Set Backup Resiore Tools View Help

|7l save Setting | Restare Files |

=

[

\g” Restore Controller {7 Restore Source (FileBackupSet-1)

— 1 FllsBackupBet-1; & Showfiles aferdob [2007-01-16 (12:0340) =] € Showall files
2007-01-1 )

|»

mages
ﬂ aix.png (Date Modified: Tue 31 472006 12:46 PM Size: 21k

—071 (5] Al _logo. P (Date Modified: Tue 301 452006 12:08 PM Size: fk)
1] apple.png (Date Modified: Tue 3/14i2006 12:45 PM Size: 28K)

51| apple_logo.jpg (Date Modified: Tue 31 412006 12:00 PM Size: &k)

BSD.oif (Date Modified: Tue 31 452006 12:26 PM Size: 21K)
BSD.pny (Date Modified: Tue 31452008 12:22 PM Size: 3k)

™| hsd_logo.png (Date Madified: Tue 34 412006 12:37 PM Size: 44kK)
ﬂ hp-uz gif {Date Modified: Tue 311412006 12:08 PM Size: 2k

'j hpux png (Date Modified: Tue 311 412006 12:44 PM Size: 15k)

logao.gif (Date Modified: Sat 31 8/2006 11:39 AM Size: 3k)
rmac.bmp (Date Modified: Thu 2082006 5:19 PM Size: 149k)
— "j rmac.png (Date Modified: Sat 311/2006 11:52 AM Size: 8k)
4 mac2.hmp {Date Modified: Sat 31 1/2006 11:51 AM Size: 12k)
'j rmap.gif (Date Maodified: Wed 22272006 9:34 Al Size: 10k)
™| open.png (Date Modified: Man 41 0/2006 9:44 AM Size: 67K)

openZ.png (Date Modified: Fri 11/5/2004 1:01 PM Size: 7ak)
salaris_logo.gif (Date Modified: Tue 3/ 4/2006 12:01 PM Size: 2k)
®| solaris_logo.png (Date Modified: Tue 311 4/2006 12:28 PM Size: 8k) ;l

s Backup ) Restore l =3 Logi
iBackup Completed Successiully | Guota i(Remaining f Total). 9.86G /106 |Last Backup: 2007-01-15 21:00

iii. Select the backup set from which you would like files to be restored from the left panel

iv. Select the snapshot of your backup files that you would like to restore from the backup server by
using [Show files after Job] drop down list

v. Select the files that you would like to restore and press the [Restore Files] button on the toolbar
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.t Restore Files |

Backup Set FileBackupSet1 (FILE)
Restore files to

Erowse |

[~ Restore file permissions

Titrie Log |

Estimated Total Restore Time:
Estimated Restore Time:
Saving File Tao:

Restoring Speed:

Close | Start | Stop |

vi. Use the [Browse] button to select the directory to where you want files to be restored (or simply
select [Original location] to restore files to their original path)

vii. Files will be restored automatically as shown below (a file wont be downloaded from the backup
server again if an identical file exists on local path already)
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.1 Restore Files |

Backup Set FileBackupSet1 (FILE)

Restore files to

 Original location

2007-01-1612:06:27
2007-01-16 12:06:27
2007-01-16 12:06:27
2007-01-1612:06:27
2007-01-16 12:06:27
2007-01-1612:06:27

& |oitemp Browse |
v Restore file permissions
Titrie Log |
2007-01-1612:06:27 Start il
2007-01-1612:06:27 Diownloading restore file list ...

Downlaading ... 'cempimages Total O bytes)

"citemplimages” contains the same file permission. Skip restare file p...
Downloading ... ciempimageswindows bmp' (Total 9k bytes)
citernplimagestwindows. bmp (9k bytes) downloaded
"citempimagestwindows hmp” contains the same file permission. Sk..
Downloading ... ‘cempimages\ilnixpng' (Total 4K bytes)

2007-01-16 12:06:27 citempliimagesiUnixpng (4k bytes) downloaded LI

Estimated Total Restore Time: 0 sec (Total 47933k bytes - 479.36k bytes restored)

Estimated Restore Time: 0 sec (Total 43 66k bvtes - 43 66k bytes restored)
Saving File Tao: citernplimagesihsd_logo.png
Restoring Speed: 474 4k bytesfsecond
Close | Start | Stop |
End

Using the web interface
You can restore your data from an Offsite Backup Server by following instructions below.
i. Logon to the Offsite Backup Server web interface

ii. From the top menu, click [File Explorer]
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<} online Backup Services Management Console - Microsoft Internet Explorer - |El|5|
Restore | Install Software FAQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout
I Home
Delete I
[ Backup Set Size Last Modified Zipped [Ratio]
T ) FileBackupSet-1
Delete
Mote: 1. This shows all backup sets available within this backup account.
2. To restore backup files, please click the backup set link shown above to continue.
3. To delete a backup set, check the checkbox next to the backup set and press the [ Delete ] button.
[&] pene ’_,_,_ ’_ ,_ %.J Local intranet

iii. Click the [Backup Set] link that contains the files that you want to restore

iv. Select the snapshot of your backup files that you would like to restore from the backup server by
using [Show files after Job] drop down list

 online Backup Services Management Console - Microsoft Internet Explorer =8 x|
Restore | Install Software FAQs | Help | Select Language
Erofile | Backup Set | File Explorer | REeport | Statistics Logout
Rows/Page: |5U 'l
I_3 Home = FileBackupSet-1 = Fi\ = images
% Show files after Job |2007-01-16 (1222} *| € Show all files ¢ Show Jobs View
Delete Restore
[ File f Directory Size Last Modified Zipped [Ratio]
E .
[ i_'lj apple_logo.jpg 4k 2006/03/14 12:00 4k [3%]
|65 Lj mac.bmp 149k 2006/02/09 17:19 39k [73%]
[ :J solaris_logo.gif 2k 2006/03/14 12:01 2k [0%]
O L!j windows_logo.jpg 10k 2006/03/14 12:00 10k [7%]
Delete I Restore I
Mote: 1, This shows all files [ directories within a backup job of 3 backup set.
2. Files shown in light gray color refers to files retained in the retention area.
3. To restore files/directories, check the checkbox next to the files/directories and press the [ Restore ] button.
4. To delete files/directories, check the checkbox next to the files/directories and press the [ Delete ] button.
5. [D] = Differential delta file
&. [I] = Incremental delta file
& [T T [ [ Ndioclintranet

v. If you want to see all the different versions of all files (shown as gray below), just choose the
[Show all files] radio button on the [File Explorer] page.

Files, which are shown in gray below (e.g. AIX_logo.JPG) are being stored in the retention area on
the backup server but you can still restore these files from the backup server.
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<} online Backup Services Management Console - Microsoft Internet Explorer = Iﬂ[ﬂ
Restore | Install Software FAQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout
Rows/Page: |50 =
I Home > FileBackupSet-1 > F:\ > images
" Show files after Job |2007-01-16 (12:22) ¥| & Show all files { Show Jobs View
Delete I Restore
& File / Directory Size Last Modified Zipped [Ratio]
6 .
08 ar 5 2006/03/14 12 sk [17%]
I ‘\_lrj apple_logo.jpg 4k 2006/03/14 12:00 dk [3%]
| | Cﬂ mac.bmp 143k 2006/02/09 17:19 39k [73%]
r é‘] solaris_logo.gif 2k 2006/03/14 12:01 2k [0%]
I @ windows_logo.jpg 10k 2006/03/14 12:00 10k [7%]
Delete |  Reslore
Note: 1. This shows all files / directories within a backup job of & backup set.
2. Files shown in light gray color refers to files retained in the retention area.
3. To restore files/directories, checle the checkbox next to the files/directories and press the [ Restore ] button.
4. To delete fileg/directories, check the checkbox next to the files/directories and press the [ Delete ] button.
5. [D] = Differential delta file
6. [1] = Incremental delta file
[&] Done ’_ ,_ ,_ ’_ ,_ W.J Local intranet

vi. Select the files that you would like to restore and press the [Restore] button on the toolbar

vii. A dialog shown below would appear

<} online Backup Services Management Console - Microsoft Internet Explorer - |5| |5|

Restore | Install Software FAQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout

Please wait ... while applet is downloading

Please select the Java Virtual Machine you would like to use to restore your backup files and press the [ Restore ] button
below.

‘ Restore | < You should see a "Restore” button here

Troubleshooting:

i. Make sure you have clicked the "res' button on the security warning dialog box. If you have clicked the 'No’' button already,
please restart your browser and try again.

< Back

[&] Applet Restorer started ’_ ,_ ,_ ’_ ,_ Q Local intranet

a. Press the [Restore] button

b.  Enter the directory to which backup files should be restored to in the [Restore files to]
textbox
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£ Online Backup File Restoring Manager - |EI|5|

Restore files ta: |D:\temp‘images Browse |

Decrypting Key: I***

[2007-01-16 12:26:03] Start

[2007-01-16 12:26:03] Downloading restore file list ...

[2007-01-16 12:26:03] Downloading ... "DMemplimages\Al¥_logo JPG™ (Total 4k bytes)
[2007-01-16 12:26:03] "D:Memplimages\AlX_logo JPG™ (4k bytes) downloaded
[2007-01-16 12:26:03] Downloading ... "D:templimagesiapple_logo jpg” (Total 4k bytes)
[2007-01-16 12:26:03] "D Mempimagestapple_logo.jpa” (4k bytes) downloaded
[2007-01-16 12:26:03] Downloading ... "DMemplimagesimac.bmp” (Total 39k bytes)
[2007-01-16 12:26:03] "DMemplimagesimac.bmp” (38k bytes) downloaded

[2007-01-16 12:26:03] Downloading ... "D:Memplimagesi\solaris_logo.gif (Total 2k bytes)
[2007-01-16 12:26:03] "D:Mempimages\solaris_logo.gif” (2k bytes) downloaded
[2007-01-16 12:26:03] Downloading .. "D:Memplimageswindows_logo jpg” (Total 10k bytes)
[2007-01-16 12:26:03] "DMempiimagestwindows_logo.jpa”™ (10k bytes) downloaded
[2007-01-16 3

Saving windows_logo.jpg from localhost

| 100%

Estimated Total Restore Time: 0 sec (Total 61.06k bytes - 61.07k bytes restored)
Estimated Restore Time: 0 sec (Total 10.08k bytes - 10.08k bytes restored)
Saving File To: DtempiimagesWwindows_logo.jpg

Restaoring Speed: 122 1k bytes/second

Close | Start | Stop |

c. Enter the encrypting key which will be used to decrypt your backup files upon restoring your
backup files

d.  Press the [Start] button

7.2 Restore backup files from removable hard disk

If you want to restore lots of backup files from the backup server and you find it too slow to restore all your
backup files from the backup server through the internet. You can ask your backup services provider to send you
all your backup files in removable hard disk (or CD/DVD). However, all backup files stored on backup server are in
encrypted format. You need to decrypt them back to their original format before you can use them. To decrypt
your backup files from removable media, please do the followings:

i. Open Backup To The Web from the System Tray

ii. Select the [Tools] -> [Decrypt Files Wizard] from the menu
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.n online Backup Manager

=18 =]
Backup Set Backup Restore | Tools View Help
}.EI Save Setting " Start Backu) = Unzip Local Capy
\as Backup Contraller
=2 User Profile ~Backup Set
Mame: FileBackupSet1
—il[5 Backup 8
S s 10: 1168919894003
1 Backup Schedule Tyoe:  File Backu
Backup Filter i P .
— ] command Line Tool “hetwork Resources Authentication for Windows ——
i Domain:
L2 Encryption User Name
ﬁi Retention Policy Password:
—‘; Exira Backup
—{ = In-File Delta Froperties |
—=h Local &
= torsL Oy [¥ Run scheduled backup onthis computer
Log Table (FileBackupSet1) =
Type | Log Time |
& Backup | € Restore | @ Log

|Backup Completed Successiully !Quuta {Remaining ! Totaly. 9.86G /100G |Last Backup: 2007-01-15 21.00

iii. Use the [Browse] button to locate the “files” directory (provided by your backup provider in
removable hard disk or DVD) which contains the backup files that you want to decrypt

~Full path fo the [files] folder

Please enter the path to the [files] folder which contains the backup files that vou want to decrypt

Cancel | = Previous | eyt =

If you have more than one backup set under the “files” directory, select the [Backup Set] which
contains the backup files that you want to decrypt

iv.
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|
~Backup Set
Flease selectthe backup set.

¥ FileBackupSet-1

Cancel | = Previous |

v. Select the snapshot of your backup files that you would like to restore from the removable media
by using [Show files after Job] drop down list

Lt Decrypt Files Wizard il

~Please selectthe files that you want to decrypt

= Showfiles after Job ICurrent LI " Show all files

B—H Backup Server
=Em=] 2007-01-16(12:22:22)
E—Daimages 2007-01-16 (12:22:00)
Eﬂ apple_logo jpa (Date Modified: Tue 31472006 12:00 PM Size: k)
.ﬂ mac.bmp (Date Modified: Tho 292006 519 P Size: 1489k
.:'] salaris_logo gif (Date Modified: Tue 3M 472006 12:01 PM Size: 2k)
Eﬂ windows_logo jpg (Date Madified: Tue 301452006 12:00 PM Size: 11k

Cancel | = Previals Mext =

vi. If you want to see all the different versions of all files (shown as gray below), just choose the
[Show all files] radio button on the [Decrypt Files Wizard] dialog.

Files, which are shown in gray below (e.g. AIX_logo.JPG) are being stored in the retention area on
the removable media (but you can still restore these files).
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.En Decrypt Files Wizard x|

~FPlease select the files that you want to decrypt

" Show files after Job |Current LI = Show all files

EI—E Backup Server
ER=1
E-images

@] Al_logo JPG (Date Modified: Tue 31 412006 12:08 PM Size: 6k
Llﬂ apple_logojpg (Date Modified: Tue 3M1 472006 12:00 P Size: ak)
[ﬂ mac. hrmp (Date Madified: Thu 272006 519 PR Size: 1458K)
L‘ﬂ solaris_logo.gif (Date Maodified: Tue 31452006 12:01 PW Size: 2K)
Llﬂ windows_logo jpg (Date Modified: Tue 31 472006 12:00 P Size: 11k)

= Previous Mext =

vii. Enter the directory to which you want the backup files to be restored to in the [Decrypt files to]
section and enter the [Decrypting Key] (the same as the encrypting key of this backup set)

f Decrypt Files il

Backup Set FileBackupSet-1 (FILE)
Dectypt files ta

Driginal location
f" I Browse |

[~ Restore file permissions

Diecrypting Key:l

Time Log

Elapsed Time:
Current File Time:
Saving File Ta:
Decrypting Speed:

Close | Start | Stop |

viii. Press the [Start] button
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.En Decrypt Files Xl

Backup Set FileBackupSet-1 (FILE)
Decrypt files to

= Qriginal lacation

@ |edternp Browese |

[ Restore file permissions:

Decrypting Key:l*“*

Time Log
2007-01-1612:48:48 Start -
2007-01-1612:48:58 Initializing decrypt action ...
2007-01-1612:48:98 Decrypting ... 'eitempali_loga PG
2007-01-1612:48:58 Decrypted 'eMempbl_logo JPG' {4k bytes)
2007-01-1612:48:58 Decrypting ... 'edtempiwindows_logo.jpg’
2007-01-1612:48:58 Decrypted 'eMermpiwindows_logojpd' ¢ 0k bvies)

J007-01-16 1248568 Dectypting .. ‘e tempisalaris_logo LDECrpting ... Bitempiwindows_logo jpg']

ANAT A4 AT 404050 [ TRy VR S Y PEp PR PRppRE T [ LT P R SRy

Kl

Elapsed Time: 61k bytes decrypted. 0 sec elapsed.
Current File Time: 0 sec (Total 4k bytes - 4k bytes decrypted)
Saving File Ta: elternpapple_logo.jpg

Decrypting Speed: 122k bytes/second

Close | Start | Stop |

[End

7.3 IP addresses Restriction for Online Restore

Online file restore operation can be restricted by IP addresses. You can ask your backup service provider to
restrict online file restoration for your backup sets by IP addresses to only allow people from authorized IP
addresses to restore files from the backup server. To check if online file restore of any backup set is restricted this
way, please take a look at the web interface of OBS, [Online Backup Services Management Console] -> [Backup
Set] -> [Online Restore IP restriction] (shown below).

Users are not allowed to update the [Online Restore IP restriction] directly. Please ask your backup services
provider to do the changes for you.
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3 Online Backup Services Management Console - Microsoft Internet Explorer 10l x|

Restore | Install Software EAQs | Help | Select Language

Profile | Backup Set | File Explorer | Report | Statistics Logout
Command | ;I

Working Directoryl
[Help] Post-backup command

1. Name | [ Add ]

Command |

orking Directory |

[Help] Online Restore IP restriction
1. Only from 192,168.1.10 tc 192.168.1.200

e —opoate | Reset |

Key :
Name MName of the backup =et
Backup Source Files/Directories that are to be included into or excluded from
the backup set
Backup Schedule Schedules when backup should be performed automatically
Enable In-File Delta Enable In-File Delta backup feature
Block Size Block =size used to detect changes within backup files. LI

|@ Done ’_ ’_ I_ ’_ ’_ |\j Local intranet 4
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8 In-File Delta Technology

The chapter describes what in-file delta technology is and how in-file delta can be used to backup large database
files (e.g. a 10GB Outlook.pst file) without uploading the whole database file everyday.

8.1 Overview

In-file delta technology is an advanced data block matching algorithm which has the intelligence to pick up
changes (delta) of file content between two files. Using this algorithm, daily backing up of large files (e.g. a 10GB
Outlook.pst file) over low-speed internet connection is made possible because it requires only the changes of
information (should be marginal) since the last backup to be sent over a low-speed internet connection to
complete the backup of a large file (here we assume that the full backup of the file has been saved on the backup
server already).

This is what will happen in the backup of a 10GB Outlook.pst file when it is backed up by Backup To The Web with
in-file delta technology.

i. The whole files (10GB), along with its checksum file, are backed up to the backup server. This can
be done directly through the internet or indirectly using the seed loading utility on a removable
hard disk.

ii.  When backup runs again later (normally the next day), Backup To The Web will download a
checksum listing of all data blocks of the full backup file (or last incremental backup file) from the
backup server and use it to pick up all changes that have been made to the current Outlook.pst
file.

iii. Changes detected are then saved in a delta file which is uploaded to the backup server. A new
checksum file is generated and is also uploaded. (This delta file is assumed to be small because
the content of PST files doesn’t change a lot during daily usage)

iv. Subsequent backups of this 10GB Outlook.pst file will go through step ii and step iii again. As
explained, only a small delta file and checksum file will be uploaded to the backup server.

v.  With in-file delta technology, daily backing up of large file over low-speed internet connection is
now possible

Incremental in-file delta type

Incremental Delta will facilitate ease of backup. The delta is generated by comparing with the latest uploaded full
or delta file. The delta file generated is the smallest possible and uses the least bandwidth during backup. For
restoration, the full file and all delta files up to the required point-in-time is required to restore the file to a
specific point-in-time.

Example: If you are adding around 100MB changes to a 10G Outlook.pst everyday.

After the first full backup job, Backup To The Web will continue to generate and upload delta files instead of
uploading the full file until either one of the following two rules are true:

a) Number of deltas generated since the last full backup is greater than the [Number of Delta] setting.

b) The delta ratio (the ratio of the delta file size against the full file size) is greater than the [Delta Ratio]
setting

Using incremental delta, the delta generated by comparing the current file with the latest uploaded full or delta
file is around 100MB.

Since the delta file size is around 100MB daily, the delta ratio (around 1%) will not trigger a full file upload.
Instead Backup To The Web will continue to generate and upload delta files until day 102 (assuming the full file
was uploaded on day 1) when the number of deltas generated exceeds the [Number of Delta] setting and triggers
the upload of the full Outlook.pst file. You can disable the [Number of Delta] and [Delta Ratio] if you don’t want to
upload the full file.

All delta files are generated with respect to changes made since the last incremental or full backup. This means
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that the last full backup file and ALL incremental delta backup files are required to restore the latest snapshot of a
backup file.

Differential in-file delta type

Differential Delta will facilitate ease of restore. The delta is generated by comparing with the latest uploaded full
file. The delta file generated grows daily and uses more bandwidth during backup. For restoration, the full file and
a single delta file is required to restore the file to a specific point-in-time.

Example: If you are adding around 100MB changes to a 10G Outlook.pst everyday.

After the first full backup job, Backup To The Web will continue to generate and upload delta files instead of
uploading the full file until either one of the following two rules are true:

c) Number of deltas generated since the last full backup is greater than the [Number of Delta] setting.

d) The delta ratio (the ratio of the delta file size against the full file size) is greater than the [Delta Ratio]
setting

Using differential delta, the delta generated by comparing the current file with the latest uploaded full file is
around 100MB for the 1% delta, 200MB for the 2" delta, 300MB for the 3™ delta and so on.

Since the delta file grows by 100MB daily, the delta ratio for day 52 (delta file size is approximately 51x100=
5.1GB, assuming the full file was uploaded on day 1) being over 50% exceeds the [Delta Ratio] setting and
triggers the upload of the full Outlook.pst file. You can disable the [Number of Delta] and [Delta Ratio] if you don’t
want to upload the full file.

All delta files are generated with respect to changes made since the last full backup file (i.e. differential backup).
This means that only last full backup file and the last delta file are required to restore the latest snapshot of a
backup file. This means that other intermediate delta files are only required if you want to restore other snapshots
of a backup file.

Differential in-file delta backup has the benefits that a corrupted delta file would only make one particular version
of a backup file non-recoverable and all other backups created by other delta files of the same file would still be
intact.
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.fn online Backup Manager

Backup Set Backup Resiore Tool

ls “iew Help

=le) =]

1= Save Setting |’ Start Backup [

niBackun |

\or Backup Controllar x

(2. In-File Delta (FileBackupSet1)

=1 User Profile
=g FileBackupSet-1
T

v Enahle In-File Delta

L5 Backup Source Block Size: IAutn 'I Byies
O Backup Schedule
| Backup Fitter “Apply o files
G . :
: ommand Line Tool tinimum Size !25 Miyles
1 setting |
T Retention Paolicy In:FlE Dol e
Default, [Incremental =l

7,1% Local Copy

Advanced I
1 Upload full file when
7 o ofDelta = i1E|E|

t
¥ Delta Ratin*= |50 ~| %
* Delta Ratio = Delta Size /File Size

{7 Log Table (FileBackupget1)
Type I Lag Time

I & Backup | € Restare| |67 Log

|Backup Completed Successiully iQuUta (Remaining/ Totaly 8.86G /105 |Last Backup: 2007-01-15 21:00

8.2 Block Size

The block size defines the size of data block being used to detect the changes between the last full or delta
backup file and the file sitting on the local computer right now. In general, the smaller the block size, the more
likely a matched data block can be found between the last backup file and the file on local computer. It, therefore,
produces a smaller delta file but it would require more processing power to detect these changes. On the other
hand, in-file delta backup running with larger block size will run faster but this will generally produce a larger delta
file.

In most case, the default setting [Auto] will choose the optimal block size for each file (depending on the size of
the file) for you.

8.3 Minimum File Size

The [Minimum File Size] setting defines the smallest file size a file must have before the use and application of in-
file delta backup technology.

If the size of a file that is being backed up is smaller than the [Minimum File Size] setting, in-file delta backup
technology won't be applied to this file and the whole file, instead of just the delta file, will be uploaded to the
backup server. It is not necessary to perform in-file delta backup on small files because backing up the whole file
doesn’t take too long anyway. Backing up the whole file instead reduces the time required to restore a backup file.

8.4 Uploading full file again

No. of Delta

The [No. of delta] setting defines the maximum number of delta files from the same full backup file to be
generated and backed up to the backup server before a full backup (the whole file) of this file is uploaded to the
backup server instead.

For example, if you have created 100 delta files from the full backup file already and the [No. of delta] setting is
set to 100, the next backup will upload a full backup file (the whole file) instead of just the delta file. However, if
the [No. of delta] rule is disabled, it will keep generating delta files and uploading these delta files to the backup
server until the other delta rule forces a full backup (i.e. delta ratio exceeded). This setting is here to make sure
that there will always be a full backup file after a certain number of delta files have been generated.
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Delta Ratio

The [Delta Ratio] setting is defined to be the size of a delta file divided by the size of its full backup file (i.e. the
percentage of changes detected between the last full backup file and the current file).

If the delta ratio calculated from the size of the generated delta file and the size of the full backup file is greater
than the [Delta Ratio] setting, the whole file, instead of just the delta file, will be backed up to the backup server.
It is done this way because the difference between backing up the whole file and the delta file is not significant
and it is better to upload the whole file instead to reduce the time required to restore the file.

The default setting of [Delta Ratio] is 50%. This means that if a file changes by more than 50%, the whole file,
instead of just the delta file, will be backed up and uploaded to the backup server.

8.5 Advanced In-file delta type

The [In-file delta] -> [Advanced] setting allows users to override default in-file delta type when on a certain
number of days (e.g. all Sundays or the 1%t day of each month). This is useful if you want all in-file delta backups
to be incremental but you want to do a differential in-file delta backup on Saturdays as well as the full file backups
on the 1% day of every month. If you want to do this, simply configure [In-file delta] -> [Advanced] -> [Advanced
In-file Delta Type Setting] to what is shown below.

x
Weekly Wariation {Owerride Default Setting)
| Suniday m [ Thursday Ih
| onday m I Friday Im
| Tuesday m ¥ Saturday W
[ Wednesday m

Yearly Variation (Cverride Weekly Yariation or Default Setting)

¥ January Im I July m
¥ February Im ¥ August m
[# March Ih v Septarmber m
[ Aptil Ih ¥ October m
v May lh v Movember lm
v June Ih [v December lm
Date

' Day: |1 vl

r rirst =] [sunday  ~|

Ok Cancel

With this setting, all backup Jobs on Saturdays will be differential in-file delta backups, backups for the 1% day of
each month will run a full backup. This ensures that all backup files will be backed up in full at a regular interval.
One benefit of this is that restore time will run faster because of less delta merging. Another benefit is that the
risk of a corrupted incremental delta file resulting in data loss is much lower because a full backup is always
available periodically.
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9 Backup/Restore Windows System State

This chapter will describe in details how to use Backup To The Web to backup Windows System State and how you
can restore your Windows System State from backup.

9.1 Requirements
i. Microsoft Windows XP Professional / 2003

ii. Backup To The Web must be installed onto the computer containing the system state you want to
backup

iii. Windows system state will be backed up to a temporary file before it is sent to OBS. Please make
sure you have sufficient space on your computer to store the temporary file when you run the
backup job.

9.2 Overview

Backup To The Web will backup your Microsoft Exchange Server by taking the following steps:
i. Run all Pre-Commands of this backup set
ii.  Windows System State will be backed up to a temporary directory specified in its backup set
iii. Run all Post-Commands of this backup set

iv. Upload the Windows System State backup files from the temporary directory to an Offsite Backup
Server

v. Remove the Windows System State temporary backup files from the temporary directory if
[Setting] -> [Temporary Directory for storing backup files] is enabled
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9.3 How to backup Windows System State

Please follow the instructions below to backup Windows System State using Backup To The Web:

Open Backup To The Web

Right click Backup To The Web icon available in the system tray and choose [Open]

Backup 4
Backup and Logoff L4
»
»

Backup and Restart
Backup and Shotdown

Help
Stop Bunndng Backop  #

Exit

Q:% 14:46

Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [System State Backup Set]

.Ln online Backup Manager = =] 3]
[Backup Set Backup Resiore Tools Miew Help
|0 File Backup Set
ARemove Il E 1
15| gave Setting |4 Lotus Backup Set
(@ Ext |# M5 Exchange Backup Set
T | | MS Exchange hail Level Backup Set
|1 M2 SaL Server Backup Set
"-"'-_.-" MySQL Backup Set tication forwindows ——
|@ Oracle Database Backup Set
User Narme:
Pagsword:
Fropetties |
¥ Run scheduled backup on this computer
£

Log Table (FileBackupSet-1)

Type | Log. Time

I & Backup | &) Restare| |61 Log|

|elcome to Online Backup Manager!

b.  Enter a name for your backup set

|Quuta (Rremaining / Total); 9.86G /106G \Last Backup: 2007-01-1612:22
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Add new System State Backup Set x|

~Backup Set
Flease type a name for this Backup Set.

Mame: |System8tateBackupSet—1

1D: 1169009343437
Type: System State Backup

Cancel | = Frevious | eyt = |

c. Use the [Change] button to configure the [Temporary directory for storing backup files]
setting and check the [Remove temporary files after backup] if you want temporary files to
be removed automatically after backup

Add new System State Backup Set x|

~Backup Source

E- i My Computer
L4 Systern State

~Temporary directory for storing hackup files

|C:1.Backup1.83rstem8tate Change |

¥ Remove temporary files after backup

Cancel | = Previous | eyt = |

d. Enter a temporary directory for storing the backup files before they are sent to an Offsite
Backup Server

e. Set the backup schedule for this backup set
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Add new System State Backup Set x|

~Backup Schedule
FPlease schedule the backup time.

Add Remuove | Froperties |

Cancel | = Previous | eyt = |

f. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Add new System State Backup Set x|

~Encryption Setting
Flease setup the encryption setting ofthe Backup Set.

" Default (Use Login Password as Encrypting Key)

™ Do MOT use encryption.

Algorithm: IAES vl

hoce:
¢ CBC (Cipher Elock Chaining)

 ECE ({Electranic CookBaooki

Encrypting Key: |

Confirm Encrypting Key: |

Cancel | = Previous Mext =

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
»)

b.  Select [Off-site Backup Server] to start backing up your files to an Offsite Backup Server and
press the [OK] button
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¢ Local Hard Disk (Seed Load LHility)

Startthe backup for MSExchangeBackupSet1] ?

QK | Cancel

c.  You should get something similar to the screen shot below.

=1ofx|
Backup Set  Backup  Yiew
FIE
) Backup Controller ¢ | (3] Backup Set- MSEXthangeBackupget-1
43 User Profile i e
aCKUR SOUICE Marme: MSExchangeBackupSet-1
Backup Schedule Type: Microsoft Exchange Senver Backup
:j Cormmand Ling Tool B
- F getting
8 Encryption :
4] Log Table (MEEXchangeBackupSet1)
Tyne | Log Time
Start [2004i01431 13:53:47] -
@ Start running pre-commands [2004i01431 13:53:47]
(& Finished running pre-commands [2004/01/31 13:53:47]
(@)  Using Temporary Directory - FABackupiMSExchangell 071124 2004601131 13:62:47]
(1)  StartMicrosoft Exchange backup (2008401431 13:63:47]
[Star] Exchange Server - "W/IN2000SWR" [2004i01431 13:53:47]
Q [Start] Senice - "Microsoft Information Store" [2004i01/31 13:53:47]
¢ [Start] Storage Group - "First Storage Group® (2004701131 13:53:47]
€ [Starl] Database - "Mailbox Store (AIN20008VRY" [200H01431 13:52:47]
@ Backing up ‘EiProgram FilestExchenmmdbdataiprivi edh’... (2004501431 13:53:47]
€ Backing up ‘EiProgram FilesiBExcherrimdbdataiprivi .stm’... (2004501431 13:53:49]
[6) [End] Database (2004101131 13:53:51]
3 [Starl] Database - "Public Falder Store (WIN20005YR)" [2004i01431 13:53:51]
G Backing up ‘EWProgram Files\Exchsrvnmdbdatapub edb’ 2004601131 13:53:51]
[2 Backing up 'E\Prograrm FilesiExchsrmmdbdatapub stm’, [2004/01/31 13:54:19]
¢ [End] Database (2008401131 13:64:27]
€ [Starl] Backing up log files 2008401131 13:54:22]
@ Backing up ‘EiProgram FilesiExchsnmmdbdataiE000008 [2004i01431 13:54:23] _'J
Backup ﬂl
| Backing up EPrograrm Files\ExchsnmaG 2acet str’ |Quota (Remaining / Total): 48.06G /506 |Last Backup: 2004-01-31 10:42

9.4 How to restore Windows System State

Please follow the instructions below to restore Windows System State from an Offsite Backup Server.
i. Install Backup To The Web (if required)

Please refer to the [Installation] section for information on how to install Backup To The Web onto
your computer.

ii. Restore the Windows System State Backup File (i.e. SystemState.bkf) from the backup server

iii. Use [NTBackup.exe] to restore your Windows System State to its backup time from the backup file
by following the instructions below:

a. Run [NTBackup.exe] from [Start] -> [Run]

b. Press the [Restore Wizard] button and then press the [Next] button

[e]

Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

d. Select the checkbox next to the description that matches your backup file

e. Press the [Next] button and then the [Finish] button

iv. Completed
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10 Backup/Restore MySQL Server

This chapter will describe in details how to use Backup To The Web to backup your MySQL server and how you can
restore your MySQL server from the database backup files.

10.1 Requirements

Backup To The Web must be installed onto the computer running MySQL server.

Data from MySQL server will be backed up to a temporary directory before they are sent to Offsite
Backup Server. Please make sure you have sufficient space on your computer to store these data
when you run the backup job.

There must be a MySQL account can be used to connect from localhost.
Add two new MySQL accounts for Backup Manager

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost’
-> IDENTIFIED BY 'some_pass';

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost.localdomain’
-> IDENTIFIED BY 'some_pass';

mysql> FLUSH PRIVILEGES;

They are superuser accounts with full privileges to do anything with a password of some_pass.

10.2 Overview

Backup To The Web will backup your MySQL server by taking the following steps:

Run all Pre-Commands of this backup set

All database(s) (either local or external) selected are backed up to a temporary directory specified
in its backup set

Run all Post-Commands of this backup set
Upload all backup files from the temporary directory to an Offsite Backup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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10.3 How to backup MySQL server on Windows
Please follow the instructions below to backup your MySQL server using Backup To The Web:

i. Open Backup To The Web

Right click Backup To The Web icon available in the system tray and choose [Open]

Backup 4
Backup and Logoff L4
»
»

Backup and Restart
Backup and Shotdown

Help
Stop Bunndng Backop  #

Exit

Q:% 14:46

ii. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]
Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]

8 =181
Backup View
File Backup Set
Remave » Lotus Backup Set et MESGLBackupSet 1
Save MS Exchange Backup Set
Exit MS SAL Senver Backup Set
SQLBackupSet1
(BT Coms T
[EnfEEaL rosoft SAL Server Backup
i Oracle Database Backup Set
= (BMSEscr P salsewer
BackupGet-7
2 MySOLB3 ckupSet1 Legmlo: &2
i--{§ Backup Source Pasgword: ===
~[igy Backup Schedule
+-[™ Gommand Line Toal Propetties
~-F setting
LB Encryption
Log Table (MSSQLBackupSet-1) 7
Type | Log Tirme
Backup | Log
‘We\come to Onling Backup Manager! |Quola (Remaining f Total): 49.96 150G Last Backup: 2004-07-22 14:32

b.  Enter a name for your backup set

~Backup Set

Please type a name for this Backup Set.

MName: |MyS0LBackupSet-1

Type: MySQL Backup
MyS QL
User Name: |root

Password

Hostlacalhost
Part [3308

Path to mysgldump

IC\mysq\\bin Change ‘

= Previous Cancel
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c. Enter the root password, the MySQL server TCP/IP port number and the path to MySQL
backup utility (mysqldump)

d. Select the database(s) to be backup

~Backup Source

Please select databases to be backed up

= HMWEas
L[l B abe
S B menagerie
bl Bl sl
L test

Ternparary directory for storing backup flles
IC\BaEkup\MySGL Change

= Previous Cancel

e. Enter a temporary directory for storing the backup files before they are sent to an Offsite
Backup Server, e.g. C:\Backup\MySQL

f. Set the backup schedule for Database Backup

[ Backup Schedule
Please schedule the backup time,

Add | Remove | Properties |

= Previous Cancel

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

- Encryption Setting
Please setup the encryption setting of the Backup Set.

[~ Do MOT use encryption

Algorithm: [AES e

Mode:
@ CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: I’”"’*
Confirm Encrypting Key. I’””m

< Previous Caneel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)
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iii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
»)

b.  Select [Off-site Backup Server] to start backing up your files to an Offsite Backup Server and
press the [OK] button

Backup to

= Offsite Backup Server
 Local Hard Disk (Seed Load Utility)

Startthe backup for [MySQLBackupSet-1] ?

Cancel |

c.  You should get something similar to the screen shot below.

oy [ ]
ackup Set Backup  View
EO0)
 Backup Contraller 2% | [ Backup Set- MySGLBackupSet-1
User Profile -
| Back
(] GracleBackupSet-1 EEApEEE
@] Lotus Notes Mame: MySGLBackupSet1
(EMSSQLBackupSet1 Type: MySQL Backup
[#IMSExchangeBackupSet-1 MySaL
Usger Name: root
Backup Source Password
% iackup Szhfd""i ‘ Host localhost
ommand Line Tool
L. 5§ seting Fort: 3306
B Encryption Path to rmysigldurnp
{C\mysm\nm
]
Log Tahle (MySQLBackupSet-1) @
Type | Log Time [
@ Start [2004/07/22 16:47:01] E
@)  Startrunning pre-commands [2004/07i22 16:47:01]
&) Finished running pre-commands [2004/07i22 16:47:01]
@ Using Temporary Directory - 'CliBackupibySQLY 088760442718 [2004/07/22 16:47:01)
&) | [Starl) Backing up database mysal'to 'mysal.sql’ [2004/07i22 16:47:01]
@ [End] [2004/07/22 16:47:01)
@ Startrunning post-commands [2004/07i22 16:47:01] =l
Backup | Log
[Finished running postcormands |Quota (Remaining i Total). 49,96 /506 |Last Backup. 2004-07-22 14.32
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10.4 How to backup MySQL server on Linux (command | ine mode)

If you want to setup Backup To The Web to backup MySQL server running on Linux using command line mode,
please do the followings:

i. Create a backup account on OBS

ii. Logon to the web interface of OBS using the backup account created in the previous step (doesn’t
matter if it is not from the Linux server running the MySQL server to be backed up)

iii. Create a new backup set by pressing the [Backup Set] -> [Add] button

iv. Select the [Backup Set] -> [Type] -> [MySQL Database Server] radio button and press the
[Update] button (which can be found at the bottom of the page)

v. Setup all [Backup Set] -> [Database Backup Setting]

Settings Descriptions

MySQL Username (e.g A MySQL user account that has backup access to the

root) databases to be backed up (e.g. root). Please refer to
the [Requirements] section for details

MySQL Password Password of the MySQL user account being used

Host IP address / Hostname of the MySQL Server

MySQL Connection TCP/IP|TCP/IP port used to access the MySQL Server (default:

Port 3306)

Path to MySQL backup Full path to where mysqgldump can be found (e.g.

utility (mysqldump) Jusr/bin/mysgldump)

Temporary Spooling A temporary directory to be used to store all MySQL

Directory database dump files before they are uploaded to the

backup server

Enable Delete Temp. File |Whether to delete the temporary MySQL database
dump files after they are uploaded to the backup server

vi. Setup the [Backup Set] -> [Backup Source] setting

> Add an "MySQL" entry to the [Backup Source] if you want to backup all databases under this
MySQL Server

> Add two entries, "MySQL/databasel” and "MySQL/database2”, to the [Backup Source] if you
want to backup both “databasel” and “database2” under this MySQL Server

(Please use "\” instead of “/” if the MySQL server to be backed up is running on Windows
instead of Linux)

vii. Setup the [Backup Set] -> [Backup Schedule] by pressing the [Add] link next the the “Backup
Schedule” sub-title

viii. Install Backup To The Web onto the Linux server running MySQL server (Please refer to the [2.1
Installation of Backup To The Web] section for details. The command line mode installation
instructions are available on the web interface)

ix. Completed

If you have started up the Backup To The Web backup scheduler in the previous step, selected
databases will be backed up automatically at scheduled time
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10.5 How to restore MySQL server
Please follow the instructions below to restore MySQL server from an Offsite Backup Server.

i. Download the database backup files to be restored from the Offsite Backup Server

Please refer to the [5.3 Restoring file] section for information on how to download backup files
from Offsite Backup Server.

ii. Restore the database named [db_name] from the database backup file [db_name.sql]:

a. Connect to the MySQL server

(Windows) C:\> mysql
(Linux) [root@server ~]# mysql

b. Create the database to be restored
mysql> CREATE DATABASE IF NOT EXISTS db_name

c.Restore the database backup file back into the MySQL server

mysql> use db_name ;
mysql> source db_name.sql ;

If db_name.sql is not located in the current directory, please specify the full path to the
db_name.sql file in the command above.

iii. Repeat the same procedure for each database to be restored to the MySQL Server.

iv. Completed
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11 Email Reporting

Backup To The Web makes use of the email system to keep you informed with the status of your backup activities.

Please make sure your contact information within the backup system is correct to receive the reports described in
this chapter.

11.1 New User Report

When a new backup account is added to the backup server, a new user report will be delivered to the contact
email(s) of the new account. The New User Report contains the following information:

Sample Report
Welcome to Online Backup Services

Generated at: Sat.Jun 21 09:32:36 HKT 2003

Geting started:
Lagin Marne :MewAccount
1. Login to our homepage Passwoard tpwd
Alias tMew Testing Account Mame
2. Follow the "User's Guide" to start using our backup | ono a0 B English
Senices Contact TUSEHEYOUr-COMpEny.com
Further Information: Backup Quota oo
Iffurther assistance is necessary, please referto the FAQs Backup Senver * backup.your-company.com
section.
Key Description
Login Name Login name
Password Password
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
Backup Quota Backup quota
Backup Server |Backup server
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11.2 Forgot Password Report

If you have forgotten your password, you can use the [Forgot Password] feature available on the web interface to
have your password delivered to you through email. (Please refer to “"Retrieve Forgotten Password” section in the
next chapter for more information on how to retrieve your forgot password report.) The Forgot Password Report
contains the following information:

Sample Report
Request for forgotten password

Generated at: Sat Jun 21 09:47:14 HKT 2003

FAQs:
1. Why are you receiving this report? Login Mame :MewAccount
Yhen a user visits the forgot password page and requests Password tpwd
forthe lost password ofthis backup account, all registered  Alias : Mew Testing Account Mame
contacts ofthis particular account will receive a passwaord Language :English
remminder email. If none ofthe contact person has visited Contact S USErEYOU-COMpany.com
the page ahowve and yod are receiing this email in errar,
please contact us.
2. What should you do after reading this email ?
Your current passwaord is shown under the user setting,
You are suggested to change your password to a more
easily rermemhbered password and delete this email to
avoid any third pary gaining your password.
Key Description
Login Name |[Login hame
Password Password
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
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11.3 Backup Job Report

For each backup job you have run, a backup job report will be sent to you by email. This report contains a
summary for the backup job that was run and a full listing of all files being backed up by the backup job. The
backup summary report contains the following information:

Sample Backup Summary Report

Online Backup Job Report

Generated at: SatJun 21 10:00:05 HKT 2003

Backup Job Summany User Setting

Backup Time  :21-Jun-2003 09:47 - 21-Jun-2003 09:57 Lagin Mame s hewdccount

Status : Backup finished successfully Alias :Mew Testing Account Mame
Mew Files™ 11 [8K] Language tEnglish

Updated Files*™ 1 [9k] Contact T USEMEVOUN-COMPany.com

Deleted Files*™ @1 [4k]
Moved Files*  :1 [3k]

*Linit=Mo. of Files [Total Size] Backup Setting

Backup Source GOy Docurment)
Afull listing of all backup files is available in the attached file,

Backup Statistics

Backup Data Size™ @ T[314Kk]
Retention Area Size™ @ 2 [13k]

Backup Quota T A0M
FAQs: Refraining Quota @ 49.7M
1. Why are you receiving this report? * Unit= Mo, of Files [Total Size]
You are receiving this report because you are registered
as one ofthe contacts of this Online Backup account and
this particular account has perfarmed a backup job
recantly.
2. What if you hawve exceeded your gquota?
Ifyaur recycle hin size is not empty, you can empty your
recycle binto free up moare space. Please contact us for
more infarmation on haowe ta increase your starage guota.
Iffurther assistance is necessary, please referto the FAQS
section.
Key Description
Backup Time The time when the backup job ran
Backup Status The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,
please consult the attached full report for more information.
New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
Login Name Login name
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
Backup Source All files/directories that will be backed up
Backup Data Size The total backup data stored in the data area
Retention Area Size |The total backup data stored in the retention area. Old copies of updated
or deleted backup files are retained in the retention area for the number of
days as specified by the retention policy of the backup set before they are
removed from the system.
Backup Quota Backup Quota
Remaining Quota Remaining Quota
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The full backup report, which contains a full listing of all files backed up by the backup job, is attached to the
backup job report email as a zip file. You need to unzip it before you can read the full report.

Sample Report

Full Backup Report

Generated at: Sat Jun 21 10:00:05 HKT 2003

Backup Set :| BackupSet-0 Mew files* 1 [9k bytes
Backup Job  [:| 2003-06-21 (09:58) Updated files* 1 [9k bytes
Baclkup Statuil: Backup finished successfully Deleted files* 1 [4k bytes
Backup Time |:| 2003-06-21 09:57 - 2003-06-21 09:57 Moved files* 1 [3k bytes

* Unit = Number of files [Total file size

Backup Logs

No. Type Timestamp Backup Logs

1 Info 2003-06-21 09:57 Start running pre-cornmands

2 Info 2003-06-21 09:57 Finished running pre-commands
3 Infa 2003-06-21 09:57 Start running post-comrands

4 Info 2003-06-21 09:57 Finished running post-commands

New Files

*compressed

No. Files Size*
1 CihTestylib\New DANIEL.DOC ak

Updated Files
Size*

No. Files
1 CihTestylibyDANIEL.DOC ak

Deleted Files

No. Files Size* Last Modified
1 CA\TesthibA\DANIEL_A.BAK Al 1995-11-29 15:45
Moved Files

MNo. Files Size* Last Modified

1 CATestINGL.BAK -> CiiTestylib\KINGT BAK 3k 2003-06-05 12:35
Key Description
Backup Set The name of the backup set
Backup Job The name of the backup job (which is the start time of the backup job)

Backup Status

The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,
please consult the attached full report for more information.

Backup Time The time when the backup job ran

Backup Log All messages logged when running this backup job

New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
New File List Full list of all backup files added to your backup set

Updated File List

Full list of all backup files updated in your backup set

Deleted File List

Full list of all backup files deleted from your backup set

Moved File List

Full list of all backup files relocated in your backup set
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11.4 Setting Change Report

After you have updated your user profile or backup setting, a setting change report will be sent to you. This report
allows you to track record of the changes that have been made to your backup account.

Sample Report

Backup Setting Changes Report

Generated at: SatJun 21 11:00:00 HKT 2003

Why are you receiving this report ?

Login Mame tMewsccount
Yau are receiving this report since your personal ar backup Alias *Mew Testing Account Marme
sefting has been updated. Please confirm the infarmation Language :English
shown on the rightis correct. Please make sure your setting is  Contact L USEerEyour-company.com
not updated by someone on your contact list. IFnone ofthem Backup Quota LS50

makes this changes, change your passward, correct your
setting and see ifthis happens again. Ifthis happens again,

please contact us for further investigation.

If further assistance is necessary, please referto the FAQS
section.

Backup Set - BackupSet-0

Sourcels) s GOy Documentl

Schedule(s) :Mone

Filter tMone

Retention Palicy tKeep deleted files for 7 days

Transfer Size L 266K hytes

FPre-Command(s) :Mone

FPost-Command(s) :Maone

Key Description

Login Name Login name

Alias Alias

Language Preferred Language for your backup reports
Contact Email Address that will be used to contact you

Backup Quota

Backup Quota

Backup Source(s)

All backup sources of the backup set

Backup Schedule(s)

All backup schedules of the backup set

Filter(s)

All backup filters of the backup set

Retention Policy

The retention policy of the backup set

Transfer Size

The transfer block size of the backup set

Pre-Command(s)

All Pre-Command(s) of the backup set

Post-Command(s)

All Post-Command(s) of the backup set
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11.5 Inactive User Reminder

You will receive an inactive user reminder in email if your account has been left inactive for the period of 7 days
(or the period specified by the system administrator). This is to remain you that you have not been running
backup for more 7 days. If you are a free trial user, your account will be removed from the system automatically if
the system can track no records of your backup activities in the next 30 days after receiving this report.

Sample Report
Inactive User Reminder
Generated at: Sat Jun 21 11:53:38 HKT 2003
Why are you receiving this report ? User Setting
Login Mame s Rewdccount

You are receiving this report because this backup account has  Allas thew Testing Accaunt Marne
heen inactive for 30 days. Ifthis account stays inactive for Language :English

another 30 days, this account will be removed from our Contact LUSErEWOUR-COMpany. com
systerm automatically without further notice. The fallowing is

the backup activity of this account:

Last Login Time : 2003-06-21 10:18 A

Last Backup Time : 2003-06-21 09:487 AM

Iffurther agsistance is necessary, please refer to the FAQs

section.

Key Description

Login Name Login name
Alias Alias

Language Preferred Language for your backup reports

Contact Email Address that will be used to contact you

Backup Quota Backup Quota

Last Login Time The last time you logon to the backup system

Last Backup Time |The last time you ran a backup job
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12 Web Features

Other than the features of Backup To The Web described in the previous chapter, the web interface of Offsite
Backup Server provides you access to some additional features that are not available in Backup To The Web. This

chapter describes each of these features in details.

12.1 Install Backup To The Web

Before you can use Backup To The Web, you have to download the Backup To The Web installer from the web
interface of Offsite Backup Server and install Backup To The Web onto your computer. Please refer to the
installation section (Chapter 2) for information on how to install Backup To The Web onto your computer.

12.2 Update User Profile

You can update your user profile by using the [Profile] panel available on the web interface. To change your
profile, just make any changes to your profit on the panel shown below and press the [Update] button.

ft Internet Explorer

=101 ]

Restare | Install Software
Profile | Backup Set | File Explorer | Report | Statistics

FaQs | Help | Select Language

Logout

User Summary
Quota

Data Area* Retention Area*

Total Restore®

-

S00oM gelk [ 3] 14M[1] 5.2M[5]
* Unit : Compressed Size [Total Ma. of Files]
User Profile [ demo ]
Alias * [Dermaonstration Account
Language 8 |Eng|ish j
Timezone *[GMT+08:00 (HKT) =l
Contact 1. Name [Demao Account [Remove]
Ernail |demo@your—company.com |-
2. Name | [4dd]
Ermail |
Add-on Modules : Micrasoft Exchange Server (Enable) , Microsoft SQL Server (Enable)
Cracle Database Server (Enable) , MySQL Database Server {(Enable)
Lotus Domino {Enable) , Lotus Notes (Enable) In-File Delta (Enable}
Update Reset
_Update |_Reset | -
€ [ [T = Z
Key Description
Quota Backup Quota
Data Area Total number and size backup files stored in the data area
Retention Area Total number and size of backup files stored in the retention area
Total Upload Total number and size of backup files uploaded to the backup server

Total Restore

Total number and size of backup files restored from the backup server

Login Name Login name

Display Name Alias of your backup account

Language Preferred Language for your backup report
Time Zone Your Time zone

Contact Email Address that will be used to contact you
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12.3 Request Forgotten Password

If you have forgotten your password, you can retrieve it by simply entering your login name or your registered
email address on the [Password Request] form and press the [Request] button. Your password will be sent to your
registered email address automatically.

=10l x|
Install Software Fags | Help | Select Language

Logon | Forgot Password ?

Password Request

-Easy to use
- Fully Autormated o
- Daily backup Email: I

- Save you time and
At a glance: How to retrieve your forgotten password?

-Backup your data
automatically every

Login Name: |de|‘nD|

i. Enter either your "Login Name" or "Email" in the

;Y . farrm above
- Cceshs DEllr EE1E ii. Press the [ Request ] button

Sl ED a”Yt'ij iii. rou should receive your password immediately
- Retain all backup files, via email

even those that have
been deleted
-Backup your data to
our secure data center
- Fire? Earthquake?
Typhoon? Your data is
always safe

] [T e 4

12.4 Restore/Delete/Undelete Backup Files

Using the [File Explorer], you can browse through the backup data (both current and previous versions) on OBS.
You can select any current backup files to Restore or Delete. You can also select any deleted backup files (in gray)
to Undelete.
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”3 Online Backup Services Management Console - Microsoft Internet Explorer = l [ Ié!
Restore | Install Software FaQs | Help | Select Language
Profile | Backiip Set | File Explorer | Report | Statistics Logout

Rows/Page: | 50 'I

i) Home = FileBackupSet-1 > 2007-01-16 (12:33) > F:\ = jmages
' Show files after Job |2007-01-16 (1222) ¥| € Show all files * Show Jobs View

De{ete| Resmrel Undeiete |

& File [ Directory Size Last Modified Zipped [Ratio]
& .
N B At _logodes 2:08 7]

Delete| Reatmal Undelete

Note: 1. This shows all files / directories within a backup job of a backup set.
2. Files shown in light gray color refers to files retained in the retention area.
3. To restore files/directories, check the checkbox next to the files/directories and press the [ Restore ] button.
4. To delete files/directories, check the checkbox next to the files/directories and press the [ Delete ] button.
5. [D] = Differential delta file
6. [I] = Incremental delta file
& e e

12.5 Review Backup Jobs

In addition to reviewing your backup activities from the email report and from Backup To The Web, you can also
review any of your backup Jobs by using the [Report] panel available on the web interface. To review a backup
job, just select the required backup job from the [Backup Set] and [Backup Job] drop down list.

=10l x|
Restore | Install Software Fags | Help | Select Language
Erofile | Backup Set | File Explorer | Report | Statistics Logaout

GET AN FileBackupSet-1 - Backup Job:

Job Status : Backup finished successfully iled E%ﬁgﬁggi&;ﬂ:fis
Backup Time : 2005/06/28 22:16 - 2005/06/28 22:17 (HKT) Report r

availahle.
Mew Files* 0[0bytes ] Data Area golk bytes
Updated Files* 0[0bytes ] Retention Area 1.4M bytes
Deleted Files* 1 [ 1.4M bytes ] Total Upload 2.2M bytes
Moved Files™* 0[0bytes ]

Backup Quota 500M bytes

Les =t ; e o
Unit = Number of files [ Total file size ] Remaining Quota 497.8M bytes

& [T e 4
Key Description
Job Status The overall status of the backup job. Normally, you should see “Backup

finished successfully” in this field. If you happen to get something else, please
click the [Detailed Report] images on the page.
Backup Time The time when the backup job ran
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New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set

Backup Data Size |The total backup data stored in the data area

Retention Area The total backup data stored in the retention area. Old copies of updated or
Size deleted backup files are retained in the retention area for the number of days
as specified by the retention policy of the backup set before they are removed
from the system.

Total Upload Total number and size of backup files uploaded to the backup server

Backup Quota Backup Quota

Remaining Quota |Remaining Quota
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You can open the [Full Backup Report] to review all information logged by a backup job by clicking the [Detailed
Report] image on the [Report] panel.

Full Backup Report

Fu II Backu p Report Generated at: Sat Jun 21 10:00:05 HKT 2003

Backup Set ;| BackupSet-0 Mew files® 1 [9k bytes]
Backup Job ;| 2003-06-21 (09:58) Updated files* 1 [9k bytes]
Backup Status|: | Backup finished successfully Deleted files* 1[4k bytes]
Backup Time-l: Z003-06-21 09:57 - 2003-06-21 09:57 Moved files™ 1 [3k bytes]

* Unit = Murnber of files [Total file size

Backup Logs

No Type Timestamp Backup Logs
1 Info 2003-06-21 09:57 Start running pre-commands
z Info 2003-06-21 09:57 Finished running pre-commands
3 Info 2003-06-21 09:57 Start running post-commands
4 Info 2003-06-21 09:57 Finished running post-cormmands
New Files *compressed
No. Files Size* Last Modified
1 CiyTestylibyNew DANIEL.DOC ak 2003-06-21 09:57

Updated Files *compressed
No. Files Size* Last Modified
1 iy TestyibyDAMIEL.DOC ak 2003-06-21 09:57

Deleted Files

Files
CihTestyibhDANIEL_A.BAK

Moved Files

No. Files Size* Last Modified
1 Ci\TestWKINGL.BAK -> C\Test\lib\KINGL BAK 3k 2003-06-05 12:35
Parameter Description
Backup Set The name of the backup set
Backup Job The name of the backup job (which is the start time of the backup job)
Backup Status The overall status of the backup job.
Backup Time The time when the backup job ran
Backup Log All messages logged when running this backup job
New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
New File List Full list of all backup files added to your backup set
Updated File List Full list of all backup files updated in your backup set
Deleted File List Full list of all backup files deleted from your backup set
Moved File List Full list of all backup files relocated in your backup set

12.6 Review Storage Statistics

You can review the amount of data you have stored on the backup server and uploaded to the backup server on
each day by opening the [Statistics] panel available on the web interface. To review your storage statistics for a
different month, just select the month you are after by selecting from the [Month] drop down list.
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_(ol x|

Restore | Install Software FAQs | Help | Select Language

Profile | Backup Set | File Explorer | Report | Statistics Logout

rFY
Storage Usage Summary Month (vrry-Mmy: | 2005-08 -

ata Areat Retention Area* pade s+ rage
Z005-06-01 0 816.5M [ 3076 ] g26.2M [ 3112 ]
2005-06-02 768.5M [ 3081 ] Fra.2m[ 3111 ]
Z005-06-03 768.5M [ 3081 ] 77E.2M [ 3111 ]
2005-06-04 11.9M [ 35 ] 768.5M [ 3084 ] 7804M [ 3119 ]
2005-06-05 209.7M [ 1394 ] 1,006.8M [ 4616 ] 1.19G [ 6010 ]
2005-06-06 209.7M [ 1394 ] 868.3M [ 4518 ] 1.05G [ 5912 ]
2005-06-07 209.7M [ 1394 ] 868.3M [ 4518 ] 1.05G [ 5917 ]
2005-06-08 209,7M [ 1394 ] 868.3M [ 4515 ] 1.055 [ 5912 ]
Z005-06-09 9g.6M [ 1536 ] 1,000.2M [ 5289 ] 68.9M [ 914 ] 1.07G [ 6825 ]
2005-06-10 95.6M [ 1536 ] §75.2M [ 5285 ] o0[o] 973.9M [ 6824 ]
2005-06-11 95.6M [ 1536 ] §75.2M [ 52585 ] 0[o] 973,9M [ 6824 ] -
Z005-06-12 9g.6M [ 1536 ] 875.2M [ 5288 ] o[o] 973.9M [ 6824 ]
2005-06-13 95.6M [ 1536 ] §75.2M [ 5288 ] o0[o] 973.9M [ 6824 ]
Z005-06-14 S6.4M [ 843 ] 917 7M [ 6041 ] 186k [ 60] 974M [ 6884 ]
2005-06-15 SE.AM [ 843 ] 917.7M [ 6041 ] o0[o] 974M [ 6584 ]
2005-06-16 S6.4M [ 843 ] 917.7M [ 6041 ] 0[o] 974M [ 6584 ]
2005-06-17 66.7M [ 1140 ] 918.2M [ 6066 ] 10.9mM[ 322 ] 984.9M [ 7206 ]
2005-06-18 66.7M [ 1140 ] 918.2M [ 6066 ] o0[o] 984.,9M [ 7206 ]
2005-06-19 £6.7M [ 1140 ] 915.2M [ 6066 ] 0[o] 984,9M [ 7206 ]
2005-06-20 66.7M [ 1140 ] 918.2M [ 6066 ] o[o] 984.9M [ 7206 ]
2005-06-21 £6.5M [ 1075 ] 918.4M [ 65131 ] o0[o] 984,9M [ 7206 ]
2005-06-22 £6.5M [ 1075 ] 918.4M [ 6131 ] 0[o] 984,9M [ 7206 ] =l

=] [ e 4

Key Description

Date The date the following statistics are collected

Data Area Total number and size of backup files stored in the data area on a particular
date

Retention Area ([Total number and size of backup files stored in the retention area on a particular
date

Uploaded Size [Total number and size of backup files uploaded to the backup server on a
particular date

Total Storage Total number and size of backup files stored under your backup account on a
particular date
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13 Further Information
13.1 FAQs
Please see if your question has already been answered in our FAQs available on our website.
13.2 Contact Us

You can backup your data to an Offsite Backup Server by following instructions below.
i. Open Backup To The Web from the system tray

ii. Choose [View] -> [About] from the top menu

-3 x|
Backup Set Backup Restore Tools W
Save Setting | b StartBackup ® Sh UserFrofile
——  Bachkup
4 Backup Caontroller Qﬁ E Resiome BackupSet-1
User Profile ] 1 Log
iFileBackupSet-1;
Backup Source
i Backup Schedule TR TR SEE D
[#] Backup Filter Wetwork Resources & uthentication for Windo
Carmmand Line Tool Domain
Setting User Narme:
Encryption Password:
4 In-File Delta
&5 Local Copy Propetlies
MSSQLBackupSet-1
OracleBackupSet1 ¥ Run scheduled backup on this computer
[#1MSExchangeBackupSet1
] LotusBackupSet1
- [via] MyS 3L BackupSet-1
Log Table (FileBackupSet-1) P
Type | Log Time |
@  Start [2005/06/26 16:59:07) 3
@  Startrunning pre-commands [2005/06/26 16:59:07)
@ Finished running pre-commands [2005/06/28 16:59:07]
(i)  Downloading server file list [2005/06f28 16:59:071 ﬂ
@ Backup I & Restorel Logl
|Backup Completed Successfully |Quota (Remaining / Total): S00M f 500 |LastEackup: 2005-06-28 14:51

iii. Contact your backup service provider using the information shown in the [About] dialog box

Online
Backup
ey Manager

Backup To The Weh
Version 5.1.0.8

Backup Semvice Provider

Company: Backup To The Yieh

Backup Server: www.download.backuptotheweh com
Company Wehbsite: wonn. hackuptotheweb.com
Email: support@backuptotheweb.com
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