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PART 1:   Install and Debug Initially the Product

Prepare to install

Users should learn about how to install iNetWatcher correctly before the purchasing of product. The functions will only take effect after its correct installation. Due to the existing multifarious LAN network structures and shared Linking modes, we have classified different network structures and linking modes, and on the base of it made a SetupWard for user’s installation. Users are proposed to read SetupWard for iNetWatcher first before the installation of the product.

SetupWizard for iNetWatcher can be downloaded from: http://www.softbar.com/files/SetupWard.zip
Start installing

1. System requirements for computer:
Operation system: Windows XP/2000/2003  
CPU: Pentium 4 or Celeron 2.0G or above

Hard disk space: recommend not less than 10G.

Special statement: the more the computers to be monitored, the larger the network flow will be and the higher configured computer is to be required. According to the prior experience, iNetWatcher installed on Pentium 4 or higher computer can monitor over 500 online computers.

2. Insert the setup CD, run the main installation programs named Sentry5Corp.exe or Sentry5School.exe.


3. Once installation completed , the iNetWatcher drive named SentryDrv.exe, which contained in the setup CD, is required to be installed if iNetWatcher product is installed in user’s computer for the first time.

Following subdirectories are important ones contained in the directory of installation: 

Among those:

Subdirectory ETC\ holds all configuration files related to the system. 

For example, 

computerInfo.map is a user’s information file for net monitoring mode based on "Network adapter"; 

UserInfo.map is a user’s information file for net monitoring mode based on "Account"; 

IpInfo.map is a user’s information file for monitoring mode based on "IP Address" as well.

ShareArea.map holds system configuration data.

It is enough for user to backup all files under the directory of  ETC when the backup files of the system needed. 

CapLog\ is a system default directory which keeps monitoring logs (this log storage directory can also be defined by user);

CapLog\Activities\  keeps “Internet Activities logs”;

CapLog\WebFiles\  keeps “Out-Sent File logs”;

What should be done ?

Network adapter information can’t be found when the main program is running

If “Network adapter information can not be found” is displayed when the main program SentryCenter.exe is put into running, please go through as below:

1. Close the windows related to iNetWatcher and run the drive named SentryDrv.exe in the CD

2. If the problem remains, enter the control panel and start  “add/remove” function, uninstall Wincomputerap. And then reinstall SentryDrv.exe.

3. If the above problem still exists, please open the properties of “network neighbor”, then open the windows of the network-card’s properties and delete the protocols (include TCP/IP). After that, restart the computer. 

After restarting, make sure first that the network adapter is being put in use and TCP/IP protocols have been installed again, in this circumstance, reinstall SentryDrv.exe again. The problem may be solved herein.

Bind Network adapter

What we called “Bind Network Adapter” is to appoint a network adapter from which the communication package will be captured.

The user should choose network adapter carefully if more than one network adapters installed in a computer in which the product is installed. If the network adapter is chosen incorrectly, iNetWatcher will not be able to monitor any information, nor able to control any target computer.
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The user should choose the network adapter from the Intranet network segment,  instead of  the one connected  to the Internet. In case that many network adapters exist in an Intranet network segment, the user may be required to test them one by one to check their monitoring effect via window’s On-Spot View.

When it is in the default mode, the network adapter which captures communication data packages will be the same one for sending the blocking packages, however, the user may let system use another network adapter to send blocking packages for controlling the target computer through the setting up of the info filtering network adapter.

There will be one circumstance that the user is required to start a special network adapter for info filtering. That is, after setting “mirror port” for monitoring data packages, the user might find that the computer can’t communicate with other computers in the same Intranet (suppose that the IP and gateway configuration is correct in the computer), the “mirror port” configured can only receive communication packages, but not be able to send them. It means the “mirror port” is now a single directional one. In this case, we suggest that an additional network adapter be added as appropriative info filtering network adapter for iNetWatcher.

The Info filtering network adapter can be setup in the above “Advanced settings”. The user should pay attention that Info filtering network adapter, mirror port and mirrored port should all be in the same Vlan in the same switching exchanger. 
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Select monitoring mode


Various monitoring modes such as “Based on Network adapter”/ “Based on Account” / “Based on IP Address”/ are simultaneously equipped by iNetWatcher golden version. We recommend to select  “Based on "Network adapter” mode when the ports to be monitored are less than 500.

Test monitoring effect

(Take “Base on Network adapter” mode for instance)

Please don’t be anxious to block the monitored computer when test, it’s recommended to open “On-Spot View” to observe whether you can monitor the Website page on the target computer real-timely.

1. Startup monitoring service
Enter the “Service” and startup all the background monitoring service as follows(double click the icon for its service starting) :
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2. Check authorization status

If you are going to use an iNetWatcher parallel port softdog, please connect it to the printer’s parallel port (the same parallel port can’t be connected by many softdogs in a cascade connection). If there is a printer cable already connected to the port, please remove it first. After the softdog connection completed with the port, connect the cable to the softdog instead.

If the one you have is an iNetWatcher USB softdog, please connect it to the USB port only after the software installation. Then insert the USB softdog, the following image will appear, choose “continue”, the USB softdog drive will be automatically installed successfully.

Note: Please install iNetWatcher prior to the insertion of the USB softdog; otherwise, the system may not be able to obtain the authorization info of the softdog if the course is reversed. 

Provided there is no any softdog at tall, the user will need to log in the “Product Upgrade and Maintenance Service” of iNetWatcher and ask the relative administrator to authorize remotely.

Open the menu, select “Tool” and further “Remote Authorize & Maintenance”, fill the required info and transmit it to Shenzhen De’er Software Technology Co., Ltd. The user may communicate with the developer in the chatting window that may be found from “Tool” menu.

If you have the product serial number at hand, you can also get authorization by registering with it. The registering interface is as follows:
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Please don’t use the same serial number in many computers when register through registration code. When the he/she intends to change computer and its registration status, the user should first “cancel local registration code”, and then register in the new one. However, the developer reserves the right to cancel the prior registration status imperatively.

Finally, open menu “Help”----“Product info” to check the amount of users authorized and their authorization status.

3. Configure Intranet network segment

Enter “Network Definition”, setup the Start IP and End IP.  Please note that the manual setting of IP span for Intranet is only necessary when there are more sub networks to be monitored by the user.
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4. Check monitoring status on the target computer

Select “Monitoring strategy”-“Based on Network adapter”, and check first whether there is any computer info being shown there. If there is none of it, try to search through “Search neighbor” (Pay attention to the correct selection of IP address scope).

The following small icons may appear ahead of each computer’s name, they may be clicked by the user with the mouse directly and their status will alter circularly. 
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Thereinto,[image: image7.png]


indicates that the computer is being monitored; [image: image8.png]


indicates that the computer is not being monitored; [image: image9.png]


indicates that computer is neither being monitored, nor being permitted to connect to the Internet. 

While the amount of the monitored ports is calculated, each [image: image10.png]


 will be treated as one monitored port. The system will mark superfluous computers automatically with the status sign of [image: image11.png]


 when the number of monitored ports exceeds  the allowance purchased by user.

Other computer should be selected for test when the current one is a proxy server.

5. Check linkage status of the monitored computers

Open the menu “File”-“On-Spot View”, ask a computer to try to link to the Internet when it is surely under the [image: image12.png]


 status, try www.baidu.com and etc. Mind whether there is any relative info coming from the window of “On-Spot View”. If the online info of the target computer can be displayed correctly, it means that the monitoring on this computer is operating normally, and the blocking on this computer will also be acting.

6. Block the target computer of its linkage to the Internet
Select the computer to be tested, and enter sub-window of “Port Block”:
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Click it to the sign √ on port 80 (Note: If user connect the computer to the Internet via proxy server, the linkage port might not be the Port 80. In this circumstance, the user should “Add” a new port, and click it into √ ), the blocking time label will be all in green. Press the button “Update regulation=>ET” and then press “Saving settings” to make the settings active.

After the setting, connect the target computer to the Internet once again, check the record displayed in the lower part of the window “On-Spot View”.

Thus, the installation status of the product can be checked out effectively via the above 4 steps.

PART 2:   Upgrade and uninstall the product

Upgrade Product

Monitor/anti-monitor techniques develop so rapidly, as well as the contents that need to be monitored are also extending widely, that the timely upgrade of software is significantly important. However, the current system can’t support yet the software automatic upgrade. The user of it will be required to download the official version from the Website regularly and install it in time. Please cease all monitor services and quit any running program related to iNetWatcher before the installation. Then select “Overwrite Install”. The previous configuration files and monitoring logs will remain undeleted there when “Overwrite Install” is selected, no any danger in their losses.

Please refer to the specification for the directory of the product in Part 1 if intent to backup previous configuration files and monitoring logs prior to the upgrade and uninstall. 

Uninstall the product

Please quit all the running programs that (except for monitoring service) related to iNetWatcher before the uninstall, and run “uninstall” in the product directory on the desktop. There are two options in the “uninstall” menu: “1. Uninstall config files” and “2. Uninstall monitoring logs”. The user can select them depending on needs.

If a user password has already been put in use and the authorization managing mode has also been started, input the user name and that password here then. Thus, to prevent the unauthorized personnel from uninstalling the product.
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PART 3:  Various Network Monitoring Modes
1. “Based on Network Adapter”

Definition of Network adapter MAC and its obtaining method

Network adapter address is also called MAC address, it’s the address used at media import layer, that’s to say, it’s the physical address of Network adapter. Currently, MAC address is 6 bytes out of 48bits (previously, MAC address is 2 bytes out of 16bits). MAC address is composed of 12 digits and letters, for example, 00E018D3C239. 

The anterior 24 bits are the manufacturer address applied by manufacturer from IEEE, the latter 24 bits are defined by the manufacturer himself. Theoretically speaking, the MAC address of each network adapter on the market should be exclusive. However, many network adapters in the same LAN might occupy the same MAC address due to the fakers which are produced, sold and assigned to the same MAC address randomly by the technical personnel of those underground factories. Users may take no account of this situation for its probability is relatively low.

If two or more network adapters in the same LAN possess the same MAC address, the user will find that one computer  changes its IP addresses ceaselessly, that can be observed from the window “On-Spot View” when the system is in the mode of  “Based on Network Adapter”.

Various obtaining methods can be found: for Win9x, to obtain it via WinIcomputerfg; for Win 2000 and Win XP, to obtain it via the command of Icomputeronfig–all.

Meaning of “Monitoring Based on Network Adapter”

“Monitoring Based on Network Adapter” means to rely on the network adapter MAC, to identify the status of monitored contents according to the network adapter MAC address. It’s recommended to set this mode to be the preferred one because the MAC of each network adapter is relatively pre-fixed and can’t be easily changed by the user.

In this mode, iNetWatcher will renewedly detect the MAC address once a network adapter is replaced, so the new network adapter will be regarded as a new computer added. The user should pay attention to it.

The conditions of “Monitoring Based on Network Adapter”

The early products could not adopt the “Based on Network Adapter” mode in the multiple network segment condition. This has been mended in the new version. That’s to say, the new version product can perform Inter-Vlan monitoring in “Based on Network Adapter” mode.

It’s recommended to set the “Based on Network Adapter” mode as the preferred one due to the adapter’s fixed address which can’t be easily changed by users. However, if target computers are excessive to cause too many objectives to be controlled normally, and if fixed IPs which can’t be changed are adopted by the user computers, it can be considered to adopt “Based on IP Address” mode. In this mode, users will be able to define IP scope as a managed object.

Implementation of the monitoring in “Based on Network Adapter” mode

1.Select monitoring mode as follows:
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2. Set monitored object
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“Search neighbor”: automatically detect the computer’s info within the appointed IP address scope (IP address/ network adapter MAC).

“New Group”: create new groups to manage target computers by groups.

“Transfer”: transfer selected computers to other departments. The user may also drag the selected computer from one department to another with mouse.

“Edit”: change the name of a selected computer or of a group.

“Delete”: delete one or more selected objects, or delete a vacant group.

“Search”: search the target computer which you are looking for in case of many target computers exist.

“Parse”: when a new computer added, its IP address will be treated as its default computer name , if user wants to change the IP address into computer name, the function can achieve. 

“Export”: export info and relative regulation configuration of target computer to user-defined files. 

“Import”: Import the “exported” computer and its regulation configuration info to the current computer list from appointed files. 

“Save settings”: save the changes by users of the info such as “target computer info/group info/Internet regulations”, etc,.

<Change target computer list method >: click three round buttons of “Option” above “Search neighbor”, the target computer can be displayed by “computer name / IP address / MAC” separately. 

<Single choice/multiple choice>: click the target computer to choose a single target; click left button of the mouse and drag it to select multiple targets. It can also be done by using the left button of the mouse together with Shift/Ctrl keys.

<Double click target computer >: double click target computer, the “Edit” window will prompt out.

<Change monitoring status on the target computer>: click the small icon for the status of target computer to change its monitoring status

If the left part of above image is vacant, start monitoring service first to select the correctly bound network adapter, then click “Search neighbor”, input correct IP scope, then the search can be started.

The newly found computers can be added automatically when any computer is going to link to the Internet, even without “Search neighbor”. Each target computer has its own relative directory. In the default mode, any new computer will be added into the directory of “New Folder”.

The user can set processing method for the newly found computer and its default status in the right part of above image. If the user intends to summarize the status of all target computers, click the button above “Save settings”, the following image will be displayed:
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2. “Based on IP Address”

Definition an description of monitoring “Based on IP Address” mode

The monitoring “Based on IP Address” means to monitor with IP Address, and to identify the status of monitored contents according to its IP Address;

However, if the IP Addresses are appointed dynamically in the Intranet,
“Based on IP Address” mode will not be applicable. It’s well known that, IP Address can be changed easily by users even when a IP Address is appointed in a static state. For example, if target computer A changes its IP Address into that of target computer B without any permission when target computer B is turned off, the linkage log of target computer A will be recorded as that of target computer B. So that “Based on IP Address” mode will be uncertain and venturesome.

Why have we designed this “Based on IP Address” mode since it has a so obvious disadvantage?

There are two reasons for us to do with this mode after serious analysis:

1. It’s helpful to solve the problems caused by a complex network structure. In a large scale Intranet such as campus network, the administrator normally expects to monitor the Intranet only with one set of iNetWatcher, despite of thousands of or more computers in the net, and hundreds of multiple-class VLan(IP segment) partitioned. 

It is sure that the “Based on Network Adapter” mode can monitor inter-Vlan, however, when too many computers such as over 1,000 sets exist in the mode, it will occupy too much resource of the system to search target computer IP and corresponding status of  MAC address in other Vlan. This may depress the monitoring efficiency ultimately. 

2. In the “Based on IP Address” mode, users can define an IP scope as a managed object. They are perhaps only concerned about the linkage status of the computers in a certain scope, for example, they may only want to know about which IP scope a computer in a game Website belongs to, and to control overall the computers, not concern about any specific computer. 

Currently, the mode will be adopted if monitored user ports by iNetWatcher exceed 1000. 

Implement of monitoring in “Based on IP Address” mode:

1. Select “Based on IP Address” monitoring mode
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2. Set the monitored object 
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< image of monitored object >

“Search Neighbor”: computer info within the appointed IP address scope will be automatically detected (IP address/ Network Adapter MAC)

“Add Manually” : users can add a new IP address or certain IP span manually; if users want to add new IP addresses in a batch, please create IP span first and then select “IP Span for Breaking up” as follows: 


[image: image20.png]Singla e[ Scope ¥

TP Span for Bresking Up





“New group”: create new groups to manage target computers by group

“Transfer”: transfer selected computers to other department; users may also drag the selected computers from one department to another with the mouse.

“Edit”: change the IP address and its description of a selected computer or the name of a group.

“Delete”: delete one or more selected objects, or delete the vacant directory 

“Search”: search the target computer which you are looking for in case that too many target computers exist 

“Parse”: when a new computer added, the default computer name will be vacant; the user may use this function to obtain name of that computer. 

“Export”: export info and relative rule configuration of a target computer to the user-defined files.

“Import”: add the ready “Export” computer and its rule configuration info to the list of current computers from the appointed files. 

“Save settings”: save changed info by users such as “target computer info/group info/Internet rules”, etc. 

<Single choice/multiple choice>: click the target computer to choose a single target; press the left button of the mouse and drag it to select multiple targets, the selection can also be done with the left button of mouse combined with Shift/Ctrl keys
<Double click the target computer >: double click the target computer, the “Edit” window will prompt out.

<Change Monitoring Status of a Target Computer>: click the small icon of a target computer can change the monitoring status of that computer.

If the left part of the above image is blank, the user will be required to start the monitoring service first, and select correctly the bound network adapter, then press the button of “Search neighbor”, input the correct IP span for next step of searching.

Even without the “Search neighbor” function, the new computer can still be added automatically when it tries to link to the Internet. Each target computer has its own relative directory which will be located in the “New Folder” by default.

PART 4:  iNetWatcher NAT
1. Basic Knowledge of NAT

What is NAT

Internet Address Transform (NAT) is a standard for Internet Engineering Task Group (Internet Engineering Task Force, IETF).It is applied to allow multi-computers from a special Intranet ( in an appropriative address segment, such as 10.0.x.x, 192.168.x.x., 172.x.x.x ) to share a single and overall router’s IPv4 address.

IPv4 addresses are insufficient increasingly; this is just the reason why the NAT should be deployed frequently. NAT is applied in the “Internet Sharing” of Windows XP and Windows Me, also adopted by many Internet gateway equipments, especially in the case of linking to the Wide Band through DSL or cable modem. 

Although NAT is very effective for lessening the consumption of IPv4 addresses (It is not necessary to deploy it in IPv6 ), it is still a temporary scheme for solving the problem. Occupying too much address resource of IPv4 is still a severe problem in Asia and other places of the world, and becoming an attention requiring issue in the area of the Northern America, too. This is why people have paid much attention to overcoming the problem with IPv6 for so long a term. 

Except for lessening the occupation of IPv4 addresses, NAT has also provided the special network with a sheltering layer because all the host computers outside the special network will monitor the communication info through a shared IP address. NAT differs from a firewall or a proxy, but is sure to be beneficial to the safety.

The applicable environment for iNetWatcher 

1. Double network adapters: one for the Internet and the other for the Intranet.

2. One network adapter plus a dial modem linked to a telephone line.

3. One network adapter plus a ADSL modem.

Instruction of NAT 

The realization of iNetWatcher does not rely on the current internal functions of Windows. It is a fully self-developed and independent one with the reference of common NAT standards. It has done a perfect series of ameliorative works specially on the speeding up the address transformation, thus has gained the effect of lessening the occupation of system resources and raising the operation efficiency.

The configuration of iNetWatcher is very simple as most of the work will be automatically done by the system under its automatic spy and detection.

With iNetWatcher, the user may effectively filter the info of chatting and p2p downloading software and not to interfere at all his/her Internet linkage speed. 

On the basis of iNetWatcher NAT, the user may get easily the load balance of multi-outward ports to the Internet, a function that only can an extremely expensive router achieve.

The Buffer for iNetWatcher is one of the most important indices and it reflects directly the busyness of network flow in a company. The value of it will be affected by the amount of online computers sharing the Internet. In case that the buffer is not big enough, the user may ask us to customize it.

We will constantly perfect the future versions of iNetWatcher with more firewall techniques syncretized in them, thus to provide our users with a fully perfect “Guard Post” function.

2. Install iNetWatcher NAT

OS System Requirement

Windows 2000/XP/2003

Installation Direction

NAT will not be installed along with iNetWatcher when the user installs the product. It is left to anther installation manually by the user when needed.

The installation can be started by click “Install NAT”, the system needs to re-boot after the installation to make the product operate.

At any time when the user wants to stop the NAT function, click “Uninstall NAT” will be enough to realize it.

Configuration after installation 

After the succeeded installation, the user is recommended to appoint “Gateway” and “DNS” to the computer on which NAT has been installed if the DHCP service has not been put in use.

Some simple settings should be done after the re-boot of the computer:

1. Select local network adapter, i.e. the Intranet adapter. If many internal IP addresses have been set into this adapter, then the network segment represented by the first IP address and its mask code will be the shared network segment.

2. The Internet network adapter will be automatically detected by the system, but the user must ensure it to be able to link to the Internet normally.

Generally, the Advanced Settings need no any revision by the user unless he/she is very familiar with NAT.

“Expiry Time” means: The linkage will be treated as expiry if no any data package appears during a certain period of time after the communicating linkage got through.

3. The Rules for the iNetWatcher NAT Filtering

Setting for the filtering time
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As above, the user may setup the filtering time span according to the requirement. The time span here is for the overall control of all the items to be filtered.

The definition for the items to be filtered

Take the filtering of UDP mode logging in of QQ for an example:

The setting of Port 8000-8001 here is to aim at the Internet port for each message. The setting for filtering of other communicating ports is similar as it. 
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Apart from the above filtering items, the system will give no possibility to the setting of other filtering functions in consideration of the possible interference to the NAT performance.

Blacklist

When the system has found out a vicious scanning of the Internet port coming from a certain computer, it will put this computer into the blacklist. This computer may resume its normal condition after the period of validity of its status in the blacklist.

As for the validity time span, the user may set it in the window of “Advanced Settings”.

PART 5:  Regular System Configuration

1. Define Network

1. Define intranet network segment as follows:
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It’s required to define intranet network segment only in the multiple network segment environment. 
When doing so, the user is generally required to define each segment to be monitored.

A simple way of definition can be used here, for example, the user may input in the form of 192.168.0.0-192.168 .1.255. Hence, one input will be enough for the whole setting.

2. Set proxy IP or Intranet resources
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If the user has realized the Internet Sharing for many computers through a non-transparent proxy software, the IP address of the proxy server ( in the Intranet scope ) must be added here. Further more, the IP of the Intranet resources such as the E-mail exchange server should also be added here in order to monitor the accessing status of the Intranet resources by the interior computers.

2. Monitoring Items
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In the default status, all the listed items will be under the monitoring. The user may select or cancel the selection by click “Select/Un-Select” with the mouse. The system has also equipped with a “User Definition”, but it will ask the user to know something about IP communication when he/she defines the items.

In what circumstances that the automatic monitoring items are needed?

On condition that he/she knows clearly the rules of communicating package of a certain software such as that of a virus, a game, or a chatting, and its port is relatively fixed, the user may ask iNetWatcher to remind him/her through the user definition which computer has done something sensitive if it happens.

3. Monitoring Time

The monitoring time shown here is the one for the whole. Even though it is still in the operation, the monitoring service will not execute any control task at all when it is in the non-monitoring time period.

4. Port Settings

The Monitoring Items are closely bound up with the ports, as the system realizes its monitoring function on the appointed items through the analyses on the data from a designated port. Each item can be set for three ports, because it may happen that more than one port such as 80, 8080 and 3128 in the Intranet ask the Internet sharing simultaneously some day. This will need more ports to be setup.

Another Port value will need to be added after the HTTP Port 80, provided that the users ask the Internet sharing through a non-transparent proxy server software and its port is not 80.

5. Vacant IP 

Usually, the administrator of the network will find that some IP segments are still vacant after his/her distribution of IP addresses for the Intranet computers. These segments will perhaps not be put in use in a short run, or the administrator may not want them be used, then these vacant IP addresses may be taken into account for preventing effectively the change of IP privately. 

Part 6:  Internet Accessing Rules

1. Internet Accessing

Specification: if the user only wants to control simply the Internet accessing action of the target computers, it will be preferred to make the settings here. The image below shows that the blocks in blue means “Permitted” while the white ones “Blocked” (Not permitted or banned). They can be selected with the mouse’s click.

The Web ports blocking option will only operate within the time span displayed in white. But it is still uncertain whether the Internet can be accessed within the time span in blue, depending on the status of following items which may be set into the blocked or Un-blocked state. As long as one blocking option is set, the blockage will be active.

The setting in the image of below will not effective if the user sends or receives hotmail E-mails through the Outlook, because the hotmail E-mails are not communicated through the ports of E-mail exchanging (110/25) but through the HTTP mode.

2. Web Page Filtering
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The Web page filtering is mainly the one aiming at the URL address filtering, not concern about the contents. When input a keyword, it is recommended to choose the most representative ones. The system also supports the blocking of Chinese keywords that may appear from some search engines such as google.com, baidu.com and 3721.    

For example:

1. If the user wants to block the access of Web site as www.sina.com.cn, it is better to input “sins.com.cn” rather than “sina.com”. Otherwise, both the monitored computer and the Web sites of www.sina.com and www.sina.com.cn will be blocked.

2. Input “Falungong” into the Blocked Web Site List to ban the monitored computer of its searching from the Internet with this keyword in a searching engine.

3. Input “.sohu.” into the “Permitted Access List” to let the user be able only to access the Web site of www.sohu.com. 

3. Filtering Database (Filter DB)
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For the user’s convenience, we have specially collected in advance several categories of Web Site Listing Database and Ports Database for his/her selection. The user may execute “Add” or “Delete” with the “Listing Database Manage Tool”.

The “Listing Database Manage Tool” is a tool special for the Web site Listing Database, with it the user may add, delete or search the current listing databases. When the user has a ready Listing Text File, he/she may import it into the relative database which is open. The Web sites imported successfully will be displayed. The user may also exchange the collected Web site addresses among his/her friends with the functions of “Export”and “Import”.

However, the user is not authorized to check or export the inherent Web site address list of the system due to the consideration of the copyright of knowledge. 

4. Feedback of Internet Accessing
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If the user is to ban the Internet access through the blocking of ports, the above function will not operate. It can only be effective to block the Web site with keywords.

In the previous versions, the user may see a prompt for the error linkage when a computer is blocked to link to a certain Web site, just as shown above in the default setting. On the requirement of the user, this function is still be added here, for the purpose of giving more exact info of the blocked computer.

In addition, if the target computer has already linked to a sensitive Web site, the setting here can also make it jump onto an other appointed Web page such as the one of a company or a school. 

6. E-mail Filtering
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Frankly speaking, the filtering for the E-mail is not a strict one. This is because that when the content of a E-mail is too less or even blanked, the blocking of it will be no significative as the blocking action might be too late after the finding the sign of that E-mail’s out-sending. 

Although this is the case, it will still be effective for the bigger E-mails, especially to those with their attachments. 

7. IP Filtering 
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The IP filtering is aimed at the IP addresses of those various resources on the Internet. It requires the user to know fully the knowledge of IP. Actually, the IP distribution has basically a global regulation, the general knowledge of it may be found out by the searching of Internet. The keyword for the search may be “IP address distribution”. The user may setup with these rules the blockage to those Web sites in a certain region to be banned.  

Some big Web sites such as yahoo, sina or so have more IP addresses of their own; therefore, to simply block one or two of their IP addresses will not be helpful. 

8. Port Blocking

“Port Blocking” is comparatively a professional functional term. This function has kept to the present version just since its first generation, and is also a function used by the users frequently. 

Any network software will take the usage of “Port” if it is based on the TCP/IP communication, such as the software for stock exchanging, FTP, E-mail transmitting and so on, all of them have their own opened ports. Therefore, it will be very effective to block the Internet accessing through the blocking of these “Ports”.

Even if the ports for many software are defined by their developers, the user should not be worried about being changed of his/her own “opened port” by those software. This is because that once the “opened port” is changed, the client port of those software must be changed accordingly. It seems not realistic from the view of the market.

If the he/she is familiar with the IP packages, the user may analyze the port with the “IP Package Analyzing Tool” equipped by this system. 

9. Out-Sent Size
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The control of Out-Sent Size here is a kind of fuzzy one and is not accurate to the grade of byte. The said control can only work when the version the user purchased possesses the E-mail content monitoring function. The reason for it is that the system can not know in time the size of out-sent files 

if there is no content monitoring function, say nothing of the blocking mid-way.

10. Limited Netflow
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First it should be specified that this software can only check out the data of bandwidth of Internet linkage but not be able to manage or distribute the bandwidth. Even so, we still equip the system with the function of netflow limitation, for example, to limit a certain computer of its Mega Bytes for netflow each day on the Internet accessing. When the figure exceeds the pre-set limit, the system will automatically interdict the linkage of the computer.

The accumulated netflow shown in the above image is a dynamic one to allow the user to observe the netflow of end-user’s computer in time.

In case that a computer’s netflow is limited by the unit of minute, the accumulated number shown here will reset to zero automatically every minute.

11. Binding IP Address
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In the single network segment circumstance, accompanied by the mode of “Monitoring based on Network Adapter”, the user may prevent any target computer, through the way of binding of IP address, from their Internet accessing after changing their IP address privately.

When the option “Record the Changes of the IP when they happen” is designated, any IP change of this network adapter will be recorded in detail. 

The user may designate the contents to be monitored on a target computer according to the needs. The above “Monitor Chatting Contents” and “Monitor Out-Sent Files” functions will not operate if the version the user purchased does not possess the function of E-mail or Chatting Monitoring.

The user may select “Only Filter the Contents of Sent-E-mail, Not to form a E-mail Log” option if he/she wants only to filter the text of E-mails but not to record them.

-End-
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